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While working on this course, | called a friend and asked:

- Remember six months ago when you said you started reading a book about using Kali Linux
for forensics?

- Yes.

- How much have you read?

- | stopped at chapter 5.

- What's it called?

- Installing Kali Linux

After our conversation ended, | opened the file of this book and cut out all the chapters that
require the use of Linux Virtual Machines. To give the reader no reason to stop, for the first 20
days, we will work in a browser only. It's not until day 21 that we think about whether it's time to
install Linux.
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Who Is This Course For?

The course is primarily intended for those who are professionally involved in or simply
interested in OSINT. And you will find in it a lot about automation of collection and analysis of
various data.

On my Twitter (https://twitter.com/cyb detective) account, | regularly write about useful tools for
OSINT, including various Linux utilities. And many times readers have asked, "Cool! Is it
possible to run this on Windows?".

Yes, there are different methods of running Linux utilities on Windows. But they are more
complicated than running Linux on a VM (virtual machine), VPS (virtual private server) orin an
online development environment.

This short tutorial is created to show you clearly that:

- Linux and the command line are very easy to use. Really easy. Extremely easy.
- hundreds of tasks (OSINT related and not only) can be simplified and automated with Linux.
- using Linux command line is a real, unparalleled pleasure.

This course is designed for the total beginners. | won't even ask you to install a VM with Linux
until the last day, all examples can be tried in a browser. You also won't need any special
knowledge. If you know how to use e-mail, you will be able to handle this course. Just relax and
follow the instructions carefully.

When reading, keep in mind that this is a short course and so many things are left out. And

really important things have been left out. It is designed primarily to show you the capabilities of
Linux and to show you "which way to look" when faced with different tasks.
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Who should avoid this course?

Linux is good because you can solve the same problem in many different ways. | am not sure
that the ways described in this course are the best and fastest ways to solve problems. They
are written to visually show you the magic of the command line and stimulate your inner inventor
(but all examples work and solve the stated problems).

| would advise the following categories of readers to treat this book as critically as possible and
certainly read other Linux books:

- students who are preparing for exams

- IT specialists who are preparing for Linux-related job interviews
- people who want to become real Linux experts

- pentesters and bug hunters

This book is primarily about OSINT.



Day 0. Getting ready to work

Eric Raymond, in his article “How to become a hacker” (1 December 1997,
https://cs fit. ~W I Readings/BecomeAHacker.pdf), recommended going to a
local Linuxoid meeting and asking to burn discs of some distro in exchange for beer (I found this
article, but link "where to get Linux" no longer working now).

In the last 26 years progress has gone a long way and I'll just ask you to open a new tab in your
browser.

Gitpod is a service that provides online development environments based on the Linux
distribution Ubuntu (https://ubuntu.com). You can use it for 50 hours a month for free. This is
definitely enough time for you to take this course many times.

You should use a Github (https://github.com/) account for authorization (registration is very fast
and also free).

Open this link and create a workspace with standard settings:

https://gitpod.io#https://github.com/cipher387/linux-for-OSINT-21-day

README.md

Welcome to Gitpod! Now you're ready to start the first lesson!

If you are already using some Linux distribution, you can simply clone the

https://github.com/cipher387/linux-for-OSINT-21-day repository to your computer or server.
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If you don't know how to clone repositories yet, | recommend using Gitpod for now. On Day 19
you will learn how to clone repositories, and on Day 21 you will think about which Linux
distribution is best for you.



Day 1. Basic skills of working with files
and directories in command line

If you did not miss Day 0, you should now have the command line open and the directory
linux-for-OSINT-21-day active.

Let's see what folders and files are inside it. Type Is at the command line and press Enter:

EXPLORER Lo PR A ITPU L IG COMNE TERMINAL

~ OPEN EDITORS
« LINUX-FOR-OSINT-21-DAY

» Day_1

Now let's go to the Day_1 folder:

TERMINAL [7] Gitpod Task 1:bash + ~ []]

n} $ cd Day_1
main) $ 1s

1 (main) $ i

At the moment there is only a text file with all the commands from this book. Let's add
something else to the Day_1 folder.

mkdir new folde
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TERMINAL

gitpod y (main) $ cd Day_1

gitpod /works 1 (main) § 1s

commands. txt

gitpod /u : 1 (main) $ mkdir new_folder
gitpod /wor 1 (main) $ 1s

command tx

gitpod /wor r 1 (main) $ [

Let's create a new empty text file in this folder.

Enter some text and press “Ctri+D”.

Let's check if the file was created successfully:

DEBUG CONSOLE TERMINAL

(main) $ cd Day_1
(main) $ cat>new_file.txt
Hello!gitpod /workspace/li , 1 (main) $ 1s
commands. txt '
gitpod /w fo 1 (main) $ I

To go to the parent directory use this command:

(main) $ cd ..
(maln) $ cd ..

Go to the directory located several levels below by specifying the path to it:



cd linux-for-OSINT-21-day/Day 1

PROBLEMS OUTPUT PORTS DEBUG CONSOLE TERMINAL

gitpod OSINT- y (main) $ cd ..
gitpod $ cd linux-for-0SINT-21-day/Day_1

Now let's change the text of the file new_file.txt and display it on the screen (write the results of
the Is command to a file):

Is>new file.txt
cat new file.txt

gitpod |, 1 (main) $ ls>new_file.txt
gitpod |, Ainux-for-0SINT-; 1 (main) $ cat new_file.txt
commands.txt

new_file.txt

new_folder

gitpod |, 1 (main) $ |

Note that this is the second time we have used the > symbol to write the results of a command
to a file. Pay special attention to this.

If you just want to copy text from one file to another, use the cp command:

cp new file.txt copy new file.txt

TERMINAL

(main) $ cd Day_1
(main) $ cp new_file.txt copy new_ file.txt
1 (main) $ 1s

/ ix~for 2 1 cat copy_new file.txt
commands.
new_file.txt
new_fold
gitpod i ! (main) $ I

Directories can be copied in the same way:

10
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gitpod / 1 (main) $ cp -r new_folder copy_new_folder
gitpod / ~for (main) $ 1s

commands.txt copy_new fTile.txt * new_file.txt

gitpod / (main) %

Now let's delete the file and directory copies we created:

gitpod / 2] 1 (main) $ Ls
commands.txt copy_new file.txt - new_file.
gitpod / (main) $ rm
gitpod . . (main) $ 1s
commands. txt
gitpod /worl 1 (main) $ rm -d copy_new_folder
gitpod 1 (main) $ 1s

commands.txt new_file.txt

gitpod / (-

(main) $ i

Enough for now. Today we have learned the most basic commands for working with Linux files.
And we tried the simplest options to use them. But all utilities mentioned in this lesson (cat, Is,
cd, rm) have many different options.

To find out all the options of any Linux command use the man (manual) command. For example:
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TERMINAL

User Commands RM(1)

rm — remove files or directories

SYNOPSIS
rm [OPTION]... [FILE]...

DESCRIPTION
This manual page ments the GNU version of rm. rm removes ) specified file. By default, it does not
remove directories.

If the -I or interactive=once option is given, and there are more than three files or the -r, -R, or —re-
cursive are given, then rm prompts the user for whether to proceed with the entire operation. If the response
is not affirmative, the entire command is aborted.

Otherwise, if a file is unwritable, standard input is a terminal, and the -f or —force option is not given,
or the -i or —interactive=always option is given, rm prompts the user for whether to remove the file. If the
response is not affirmative, the file is skipped.

OPTIONS
Remove (unlink) the FILE(s).

-f, =-=force
ignore nonexistent files and arguments, never prompt

prompt before every removal

prompt once before removing more than three files, or when removing recursively; 1less intrusive than
-i, while still giving protection against most mistakes

~—interactive [=WHEN]
prompt according to WHEN: ver, once (-I), or always (-i); without WHEN, prompt always

Manual page rm(1) line 1/92 41% (press h for help or g to quit)

Press q to exit.

If you did something wrong when typing some commands, always remember that you can just
create a new workspace, if you are working on Gitpod.

If you are working on your computer, VM or VPS, delete the folder with the files for this course
and then copy it again from Github.

12
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Day 2. Basic Bash syntax

What is the most important point of using the command line to perform various tasks instead of
the GUI?

The ability to record and repeatedly perform different sequences of actions to automate
your work.

Bash (https://www.gnu.org/software/bash/) is a Unix shell and command language written by
Brian Fox and first released in 1989. This is what we will use to write commands to automate
various tasks in Linux, combining Bash scripts with tools written in other programming
languages (Python, Go etc).

Commands for later execution can be stored in files with the extension .sh. Let's take a look at
how this works right away.

Go to current lesson folder:

And run file create_folders.sh:

bash create folders.sh

EXPLORER

~ OPEN EDITORS

X § create_folders.sh Day

r second_folder
3 mkdir third_folder

“ LINUX-FOR-OSINT-21-DAY

st_folder
> second_folder
» third_folder

olders.sh
TERMINAL

(main

If you didn't miss yesterday's lesson, you can see that this script simply creates three directories
with different names.
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The .sh extension is used to store files with code written in the Shell Script language or Bash
script language.

Now let's break down the most basic elements of Bash script syntax.

Variables and string concatenation

Run in command line:

bash variables.sh

EXPLORER vy > u $ variables.sh U X

~~ OPEN EDITORS

Name="John"
Surname="Smith"
Person="S$Name $£Surname"
echo “$Person"

TERMINAL

in) $ cd Day_2
{main) $ bash variables.sh

gitpod /wo (e (main) $ B

Comments in the code denote by the symbol #.

In most cases this will not affect the scripts, but | recommend that you indicate on the first line of
the .sh files that it is a Bash script:

#!/bin/bash

Create variable contain a string “John”:

14
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Create variable contain a string “Smith”:

Surname="Smith"

Create variable contain Name variable, space and Surname variable:

Person="$Name $Surname"

Print Person variable:

Conditional operator

Run conditional.sh:

bash conditional.sh

EXPLORER

~ OPEN EDITORS
d are you?"

read AGE

if ({ "“$AGE"™ = 27 )); then
echo "You are so old"
se

echo "You are so young"
folder young

» second_folder

> third_folder
TERMINAL

gitpod /w X (main) $ cd Day_2

gitpod S1 lay /L 2 (main) $ bash conditional.sh
How old a

35

You are

gitpod i -for- y_2 (main) $ bash conditional.sh
How old

18

You are s

gitpod /w ce 2 (main) $ i

15



Ask the user how old he is:

echo "How old are you?"

Read the value of the AGE variable entered by the user:

read AGE

If AGE is greater than 27, we tell the user that he is too old:

if ( "$AGE" > 27))); then

echo "You are so old"

If AGE is less than 27, we tell the user that he is too young:

echo "You are so young"

fi

Loops

There are three basic kinds of loops in a bash script: “while loop”, “until loop” and “for loop”.

While loop

Run in command line:

bash while loop.sh

INVESTIGADOR_Z
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EXPLORER

~ OPEN EDITORS

TERMINAL

gitpod / Y2
gitpod {main) $ bash while_loop.sh
1

3
4

gitpod /workspace/linux-for 21- 2 (main) s i

Assign the value 1 to the variable x:

X
]
=

As long as the variable x does not equal 5, perform the following action:

while [ $x -le 5]

Display the variable x on the screen and then add 1 to it:

donel

Until loop

Run:

bash until loop.sh

17



EXPLORER S until_loop.sh U

~~ OPEN EDITORS Day 2 > S until

 LINUX-FOR-OSINT-21-DAY GELI

x=15
> Day 1 il [ $x -1t 10 ]

> first_folder echo "$x"
- second_folder [ x=${( $x — 1))

TERMINAL

gitpod | (main) $ cd Day_2

gitpod ? (main) $ bash until_loop.sh
15

14

13

12

11

10

gitpod /wo

Assign the value 15 to the variable x:

As long as the variable x greater than 1-, perform the following action:

Display the variable x on the screen and then subtract 1 to it:

echo "$x"

x=$(( $x -1))

For loop

Run:

bash for _loop.sh

18
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EXPLORER

~ OPEN EDITORS

> for_loop.sh Day 2
» LINUX-FOR-OSINT-21-DAY

TERMINAL

gitpod y (main) $ cd Day_2

gitpod (main) $ bash for_loop.sh
John,

Paul,

Steven,

Bill

gitpod /»

Create array with list of names:

declare -a names=("John", "Paul”, "Steven", "Bill"

Go through the elements of the list one by one and do the following for each one:

for name in ${names[@]};

Display current array element on the screen:

Functions

19



Like many other programming languages, bash allows you to combine long programs into
functions, so that you can then trigger their execution with a short function name.

Let's look at an example.

Run in command line:

bash function.sh

EXPLORER

“ OPEN EDITORS

11 loops () {
h for_loop.sh
h until_loop.sh

h while_loop.sh

Iwarkspaceflinux-for-OSINT-21-day/Day_2/ | TERMINAL

j function sh « Untracked {main) % bash function.sh

> Day 4
> OUTLINE

2 TIMELINE

Create a function that runs scripts to demonstrate how loops work:

Call this function twice:

run_all loops

Run_all loops

20
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As in other programming languages, bash allows you to use arguments in functions and return
the values obtained after processing these arguments. But we will not discuss this point in
detail, as it is already one of the longest lessons of this course (yes, it will be easier later).

Don't try to learn the basics of bash script syntax right now, we will barely use it in this course
(except a little on Day 4). This lesson is created primarily to give you an overview of its basic
features so that you can stimulate your brain to generate ideas in the future

The most interesting thing about Bash script functions is that you can combine scripts written in
different programming languages. For example, combine different Python OSINT tools with a
Nuclei scanner written in Go as well as with a wide variety of Linux utilities. Tomorrow we will
finally learn how to install them.
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Day 3. Install and run utilities

Linux utility is a command that can be run on the command line or on bash scripts. We have
already used some of these in past lessons: cat, bash, cd, man, cp, mkdir. These are utilities
that are installed by default in every Linux distribution.

You can see the full list of utilities and applications installed in your own distribution using a
special command. Which one depends on the type of your distribution. For example:

Ubuntu, Debian: dpkg -l
Fedora, RHEL: rpm -qa
OpenBSD, FreeBSD: pkg_info

Gentoo: equery list or eix -l
Arch Linux: pacman -Q

If you are using Gitpod, you need to use the commands for Ubuntu.

Run in command line:

dpkg -l

a
amdéd

amd&4
andG4

and binarg
x-gnu target
amd64
amdé&d
ii il 3 amdb4 f ntial packages

ines 1-218

22
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There are also thousands of utilities for a wide variety of purposes that you can install yourself.

As an example, let's install two utilities for working with ZIP archives:

sudo apt install zip unzip

In this example it is not necessary (we could just use apt install), but we add the word sudo
before the command.

This way we run the command with superuser privileges (maximum permissions to write, read
and delete files). In Gitpod, you can use it just like that, but if you are working on your own
computer and are not logged in as an administrator, you may have to enter a password.

EXPLORER

- OPEN EDITORS
< LINUX-FOR-OSINT-21-DAY
 Day.1
TERMINAL

cd Day_3
3 (main) § zip archive testl,txt test2.txt

3 (main) SI

Now let's try to convert the file into a zip archive:

zip archive test1.txt test2.txt

Instead of file names, we could specify directory names or put all txt files from the active
directory into the archive using *.txt instead of listing filenames.

23



gitpod /workspac /Day_3 (main) $ zip -sf archive.zip
Archive con
testl.txt

test2.txt

Total 2 entries (@ bytes)
gitpod / _ 3 (main) $ i

Now let's see what files are inside the archive using -sf flag:

zip -sf archive.zip

EXPLORER

~ OPEM EDITORS
~ LINUX-FOR-OSINT-21-DAY GER L&

TERMIMAL

$ cd Day 3

(main) § unzip archive.zip —d archive

y_3 (main) $ []

You can unzip the archive to a specific folder using the unzip command:

unzip archive.zip -d archive

You can use the rar and unrar utilities to work with WinRAR archives.

In the example above, we used apt package manager

(https://ubuntu.com/server/docs/package-management), which is installed by default in Ubuntu.

But there are other package managers that can be used both in Ubuntu and other distributions.
Few examples:

PyPi (hitps://pypi.org) - Python Package Index.
pip3 install ddg
Snap Store (https://snapcraft.io/store) - software store developed by Canonical.

24

INVESTIGADOR_Z


https://ubuntu.com/server/docs/package-management
https://pypi.org
https://snapcraft.io/store

Cast (hitps://sourcemage.org) - package manager for Source Mage Linux distribution.

* (for each package manager, a sample command for installing the ddgr utility is listed, but you
do not need to run them. We will install it on Day 16 of this course)

In this course, we focus on working with the command line. Well for Linux there are a huge
number of GUI applications. They are very easy to install through the app stores.

» Canonica Ta Si ore About Learmn ~  lo Forum

The app store for Linux

o= 7

We've found 27 snaps

a

‘s onlyoffice-desktopeditors Domotz Pro Agent ° digikam == Symphytum
-« oo System SiA & Domotz @ KDE & "—'ﬂj Oirio Joshi

banana-accounting-plus a Google Docs gg'g dosbox-jz U super-u-plan

Banana.ch 54 Tech Fiddle B acob Zimmermann AlexZhang

%

Blueprint Compiler ( ' Interactive Data Editor B Graphs hollywood

James Westman ' Koushik Maskar t Sjoerd Stendahl Duskin Kirkland
B Office365WebDesktop = tm-desktop “" latexmailmerge 0 Enpass

- Rafael Angulo Ealo Excel Jan Martin Recke Christas Minotis

-

aTimeRecording - Time Tracking
Cerold Panz

clrmamepro TLB  Dave's Trails * Carrier Command {DOS)
\ ﬂ"’)
Marisa Giar ']'I.': Marisa Clancarla Marisa Giancarla

Snap is a software packaging and deployment system developed by Canonical. Snapcraft
(http://snapcraft.io) contain thousands of snaps (apps) for 41 Linux distributions.
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=

:g Flathub \ excel (-] Publish Forum About Login

Categories Search for 'excel'
Audio & Video (3) 52 tesits
Developer Tools (6) .
- Wiz Note
Education (3) An excellent PKM (personal knowledge Pinpoint
Games (9) management} desktop environment based on cloud Help hackers glve excellent presentations
usage —————
Graphics & Photography (7) ¥
Networking (5)
Praductivity (7) "
. Gods Deluxe ‘ Lollypop
Science (5) 53
A remake of the platform game ‘ ’ Play and organize your music collection
System (1) y )
Utilities (11)
License
Free/Libre Open Source (46) Kvire GPS IExifToolGUI
< KVirc is a free portable IRC client Simple frontend for the ExifTool
Proprietary (6]
Verification
Verified (19)
Not verified (33) ﬁ' Ryujinx & . Kaffeine &
i A Nintendo Switch Emulator A Multimedia Player
App Type L

Console Application (2)

Desktop Application (50)
Arch i'l itopia Remote Desktop Client Y The Gnumeric Spreadsheet
@ - Client for Remote Deskiop Protocal [RDP) Servers ‘.— A High-Precision Spreadsheet Program

Flathub (hitp:/flathub.org) - another app store that contains more apps. But unlike Snap, which
allows you to install command line utilities, Flathub only supports GUI applications.

If you use Gitpod, you won't be able to try them right now. Return to this chapter at Day 21 after
you select a VM to continue using Linux with a graphical interface.

26
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Day 4. Batch file processing

With Bash scripts you can manipulate thousands of files with a few lines of code.

For example, you can perform the same action on all files with a certain extension located in a
certain folder. For this we will use the Find utility

(https://man7.org/linux/man-pages/mani/find.1.html). It is installed in Linux by default.

Please, type in command line:

bash print file hames.sh

~~ OPEN EDITORS ® Day_4 Arntd
@ X 8§ print_file_names.sh Day_4 u xt_files/} -name '

OR-0SINT-21-DAY

TERMINAL

gitpod n) % cd Day 4
i i (main) $ bash print_file_names.sh

Source code of print_file_names.sh:

for i in find txt files/. -name "*.txt"

27
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You can replace .txt with any other extension. You can also search for files whose names
contain a certain word.

In truth, the script above doesn't make much sense on its own, since the file names are
displayed simply by running the find command. Try this:

find -name "*.txt" -type

gitpod /wo
./Day_1/commands.
./Day_108/test.txt
./Day_11/test.txt
./Day_12/test.txt
./Day_13/test.txt
./Day_14/example.txt
./Day_15/test.txt
./Day 16/test.txt
./Day_17/test.txt
./Day_18/test.txt
./Day_19/test.txt
./Day_ 2/test.txt
./Day_3/test.txt
./Day_4/test.txt
./Day_5/test.txt
./Day_6/test.txt
./Day 7/test.txt
./Day 8/test.txt
./Day 9/test.txt
gitpod /

$ find —name "xk.txt" —type f

But by going through the file names one by one, we can perform a certain repetitive action on
each file (process file with any Linux utility). Just replace “echo” command with something else.

As example, let's try to convert all txt files to csv format.

Save .txt files as .csv

28
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EXPLORER $ convert_files.sh U X

-~ OPEN EDITORS day 4 > § s.sh
[gj X co ind txt_files/. — "xotxt" —type £'; do
sed *s/ \+/,/0° "$i">"s{i%.aY.csv";

~ LINUX-FOR-0SINT-21-DAY

> Day 2

JLE  TERMINAL
gitpod / (main) $ cd Day_4
gitpod / (main) $ bash convert_files.sh
gitpod 2/ (main) §$ []

Enter in command line:

bash convert_files.sh

Source code of convert_files.sh:

for i in “find txt files/. -name "*.txt" -type f'; do

sed 's/ \+/,/g" "$i">"${i%.*}.

Note the sed (hitps://www.gnu.org/software/sed/manual/sed.html) command. We use to replace
spaces with commas and return to it in Day 7.
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Xargs

Xargs (https://man7.org/linux/man-pages/mani/xargs.1.html) is a utility that allows you to run
different Linux commands with certain input parameters. This includes reading these
parameters from lists stored in files.

Let's look at examples of how it works.

EXPLORER

« OPEM EDITORS

« LINUX-FOR-OSINT-21-DAY

Let's delete all the archives from the txt_files folder:

find txt_files -name "*.zip" -type f | xargs rm -

Now let's create archives using Xargs:

4 (main) § cat file_names.txt | xargs -1 Tilemamevar

cat file_names.txt -1  filenamevar zip

txt files/filenameva

30
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As you can see, in the right part of the command, we read the file line by line using the Cat
command. And on the left side, we run Xargs with the -l flag to use each line as a filenamevar
variable and use that variable as the filename in the parameters when we run the zip command.

The material on this day can be combined with almost all of the chapters in our course. But |
recommend that you pay special attention to some of them:

Day 5 - file downloading.

Day 7 and Day 10 - text file editing.

Day 11 - working with video, audio and images.
Day 12 - working with PDF.

Day 13 - working with MS Office files.

Day 14 - working with JSON, CSV and XML files.

After reading the lesson in each of these days, | recommend running at least one command in
combination with Xargs.

Day 5. Downloading files and working
with APls. Curl.

31



Today we're going to learn one of the most important skills for automating data collection in
Linux - downloading files using the Curl utility. This comes in handy when processing API
requests, scraping websites, downloading data from archives or other sources.

TERMINAL

/linux-for- (main) $ curl -h
Usage: curl [options...] <url>
—data <data> HTTP POST data
—fail Fail silently (no output at all) on HTTP errors
—help <category> Get help for commands
—include Include protocol response headers in the output
—output <file> Write to file instead of stdout
—remote-name Write output to a file named as the remote file
—silent Silent mode
—upload-file <file> Transfer local FILE to destination
—user <user:password> Server user and password
—user-agent <name> Send User-Agent <name> to server
—verbose Make the operation more talkative
—version Show version number and quit

is not the full help, this menu is stripped into categories.
Use "—help category" to get an overview of all categories.
For all options use the manual or "—help all".
gitpod /w pace, (main) $ |}

Curl (https://curl.se) Is a tool to transfer data from or to a server, using one of the a lot of
supported protocols (DICT, FILE, FTP, FTPS, GOPHER, HTTP, HTTPS, IMAP, IMAPS, LDAP,
LDAPS, POP3, POP3S, RTMP, RTSP, SCP, SFTP, SMB, SMBS, SMTP, SMTPS, TELNET and
TFTP). It does not require installation. It is available in Linux by default.

Let’s try to download file. Change original name to file.pdf with -o flag:

EXELORER
OPEN EDITORS

LINUX-FOR-OSINT-21-DAY

Iworkspace/linux-for-OSINT-21-dayDay_5/
file pdr’ - Untracked

TERMIMAL

tion, fr/document /3.

Enter in command line:
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Cd Day 5

curl https://leduscol.education.fr/document/3366/download -o file.pd

Now let's try downloading files from the list of links using the Xargs command (we talked about
it yesterday).

EXPLORER

OPEN EDITORS

TERMINAL

198 13.6M 189

xargs -n 1 curl -O < urls.txt

APl requests

Using the -H flag, you can send requests with different http headers. This function is useful
when automating the execution of requests to various APls.

Simple example for Netlas API (https://github.com/netlas-io/netlas-cookbook):
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e&start=0&fields=*"

>api_request result.txt

> 2% jsonviewer.stack.hu

Viewer Text

={}JsoN
= [ ] items
={3o
a1 { } nighlight
3 {} data

® last_updated : "2023-10-19713:29:53.501Z"
¥ jarm : "2ad2ad0002ad2ad00042d42d000000d71691dd6B44b6fa08f9csc2b4bBB2cc”
# isp : "China Mobile"
® ip:"223.119.235.192"

4 { } certificate
W uri: "hitps://223.119.235.192:443"
® host_type: "ip"

4 { }target
@ prot7 : "http”

#{}ge0
# path:""
# protocol : "hitps"
W prot4 : "tcp"
¥ @timestamp : "2023-10-18T13:29:53.5012"

4 { } whois
® port: 443
® host : "223.119.235.192"
u iteration : "8"

3 {J nttp
_
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Using this query, we retrieved a JSON file with detailed domain information found in Netlas IP
search engine by query "lidl.com". You can view it in a convenient format using some online
JSON file viewer tools (https://jsonviewer.stack.hu/).

On Day 14, we'll talk a little more about data in JSON format and learn how to process it using
the jq utility.

People and documents verification

Name Link Description Price

Allows you ta verify the identities of individuals,
Approuve.com  hitpa:|fappruve co businesses, and connect to financial account Paid
data across Africa

Onfido Document Verification lets your users
scan a photo |D from any device, before
Onfido.com hitps:|fonfido.com checking it's genuine. Combined with Biometric  Paid
Verification, it's a seambess way to ancher an
account to the real identity of a customer. India

Passpaort, Photo ID and Drver License

Superpass.io Paid
ReIR Verification in India
Business/Entity search
Name Link Description Price
Paid,
Open . Cempanies orice
https:jiapi.opencorporates.com
corporates SR 3 Infarmation upon
reguest
Find
COmpanies
Linkedin wsing
caompany keywards, FREE
search AP Industry,
location, apd
other criteria
free 14-
Get companies | day trial,
Mattermark  hittps:/frapidapi.com/raygorodskijfapi/Mattarmark/ and investar from
information $40 per
month

In addition to the Netlas API, which can be used to collect domain or IP address data, there are
hundreds of other different APIs that are useful for OSINT.

They can help you collect information about emails, phone numbers, physical addresses,
companies, cryptocurrency wallets, flights, and much more. You can find a list of them in the
APIs for OSINT repository on Github (https://github.com/cipher387/API-s-for-OSINT).
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https://github.com/cipher387/python-for-OSINT-21-days/raw/main/Python %20for

Header key

| e
ADD CUSTOM HEADER

[[] JSON Content-Type

[] Accept self-signed certs
[] verbose

here you are!

| curl -XGET 'https://github.com/cipher387/python-for-OSINT-21-
days/raw/main/Python%20for%200SINT. %2021 %20day%20course%20for%2

a1 PP P samsm sl

For writing complex queries with header modification, you can use a special online service to
generate commands for the Curl utility - Curl builder (https://curlbuilder.com/).

Curl can also be used to view information about web pages. Use -l flag to send HEAD request
and retrieve only the headers of the response (without the body):

y_5 (main} $ curl -I hitps://sector®35.nl

content-type:
pragma: no

gebls; expires=Mon, 25-Dec 23 : Max @8; path=/; domain=sector®35.nl; s

ZFTothTtjln
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curl -l https://sector035.nl

This can be used, for example, to safely open short links:

gitpod , I ; 21-d (main) $ curl -sIL https://rb.gy/899j50
HTTP/2 3081

date: Mon, 25 Dec 2023 22:20:22 GMT

location: https://cybdetective.com/

cache-control: no-cache, no-store

expires: -1

engine: Rebrandly.redirect, version 2.1

strict-transport-security: max-age=15552000

HTTP/2 200

accept-ranges: bytes

content-type: text/html

date: Mon, 25 Dec 2023 22:20:22 GMT

etag: "5ff7fed41385dal:@"

last-modified: Sun, 22 Oct 2023 22:36:54 GMT
server: Microsoft-IIS/10.0

x=powered-by: ASP.NET

content-length: 9966

gitpod i ) y_5 (main) $ curl -sIL https://rb.gy/899j50 | grep “location
i https://cybdetective. com/

(main) $ i

Note that here we are combining Curl with the Grep command, using the | symbol to cut out the
string that starts with "location" from the result. Tomorrow we will talk more about this wonderful
utility.
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Day 6. Search in files. Grep

What can you do next with the downloaded files? Lots of different things. But the most important
thing an OSINT specialist should be able to do is automatically search and extract different data.

Grep (https://www.gnu.org/software/grep/) is one of the oldest UNIX utilities, released in

November 1973 (50 years in 2023!). It allows searching for matches to certain text patterns
(regular expressions) in files.

The Grep utility does not require installation. It is available in Linux by default.

gitpod / L1
Usage: grep [OPTION

« PATTERNS [FILE]...

Search for PATTERNS in each FILE.
Example: grep —i 'hello world' menu.h main.c
PATTERNS can contain multiple patterns separated by newlines.

Pattern selection and interpretation:

=z,

—extended-regexp

—fixed-strings
—basic-regexp
—perl-regexp

—regexp=PATTERNS

—file=FILE
—ignore—case
—no-ignore-case
—word-regexp
—line-regexp
—null-data

Miscellaneous:

-5,
-V,
_V'

—no-messages
—invert-match
—version
—help

Output control:

—max—count=NUM
—byte-offset
—Tline-number
—Lline-buffered
—with-filename
—no—filename
—label=LABEL
—only-matching

—quiet, —silent
—hinary—files=TYPE

PATTERNS are extended regular expressions
PATTERNS are strings

PATTERNS are basic regular expressions
PATTERNS are Perl regular expressions

use PATTERNS for matching

take PATTERNS from FILE

ignore case distinctions in patterns and data
do not ignore case distinctions (default)
match only whole words

match only whole lines

a data line ends in @ byte, not newline

Suppress error messages

select non-matching lines

display version information and exit
display this help text and exit

stop after NUM selected lines

print the byte offset with output lines

print line number with output lines

flush output on every line

print file name with output lines

suppress the file name prefix on output

use LABEL as the standard input file name prefix
show only nonempty parts of lines that match
suppress all normal output

assume that binary files are TYPE;

Run the help command to appreciate just how many options this seemingly simple utility has.

Let's try to find lines in the text file that include "gmail". Use -F flag for search strings (it's
optional, you can miss this flag):
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example.txt U X

Day 6 > = example.txt

First string

Second string

johnsmith@gmail. com

103.21.244.25
34xp4vRoCGIym3xR7yCVPFHOCNXxv4Twseo
example@gmail. com
bclgazcm763858nkj2dj986etajvbwquslvBuxwczt
23.04.1991

173.245.49,202

QUTPUT PORTS DEBL B TERMINAL

y (main) $ cd Day_6
6 (main) $ grep gmail example.txt

6 (main) $ grep '[0-9]' example.txt
ym3xR7yCVPFHohNxv4Twseo

etajvewquslvBuxwczt

5 (main) $ i

grep -F gmail Day 6/example.txt

By default, the Grep utility is case sensitive. To disable this option (search for both "gmail" and
"GMAIL", "Gmail") add the -i flag.

grep -F -i gmail Day 6/example.txt

Now let's try to find the lines that contain at least one digit (use simple regular expression [0-9]):

grep '[0-9]' example.txt
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= example.txt U X = emails.txt U = commands.txt U

Day_6 > = example.txt

First string

Second string

johnsmith@gmail. com

103.21.244.25
34xp4vRoCGIym3xR7yCVPFHoCNxv4Twseo
example@gmail. com
bclgazcm763858nkj2dj986etajvewqus LvBuxweczt
23.04,1991

173.245.49.202

: OLE  TERMINAL
er (emd + click)

(main) $ cd Day_6
(main) $ grep —n ".txt" example.txt
i (main) $ grep —n "gmail" example.txt

' (main) $ []

If you want to add line number display to the results, use the -n flag:

grep -n "gmail" example.txt

TERMINAL

%+ +a[A-Za-20-9] [A-Za-z8-9.-]+\, [A-Za-z]{2,6}"
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Now the task is a little more difficult. Let's find the strings that contain emails:

grep -E -0 -
"[A-Za-z0-9][A-Za-20-9. %+-][+@[A-Za-z0-9][A-Za-z0-9.-]+\.[A-Za-z]{2,6

We used a few other useful flags in this command:
E - use extended regular expressions syntax.
o - show only parts of lines that match (NOT all lines).

r - search for all files in the current directory, as well as for all files in subdirectories.

The DNS course

Useful Regex Patterns for doveiors
x Post n DNS

nd for all.
Add new patterns via Github

Date in format dd/mm/yyyy Time in 24-hour format Date and time in 1S0-8601 format

Test string Test string Test string

HTML tags Username Hex Color Value

Test string Test string Test string

URL Slug Email SRC of image tag

Test string

IPv4 Address IPvE Addrass

Test string Test string
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Patterns to search with Grep are called regular expressions. With their help you can search not
only numbers and emails, but also URLs, IP addresses, crypto currency wallets, usernames,
ZIP codes, code comments and much more.

We will not go into their syntax in this course. For most OSINT purposes, you will just need to
copy a regular expressions from Stackoverflow or some online library:

RegexLib (https://regexlib.com/)

RegexHub (https://projects.lukehaas.me/regexhub/)

And, of course, you can always ask ChatGPT, Perplexity or Phind to compose a regular
expression for you (we'll talk more about helper tools on Day 20).

If you are interested in this topic, my Medium blog has a very detailed and long article about it:
How regular expressions can be useful in OSINT. Theory and some practice using Google
Sheets
(https://medium.com/osint-ambition/this-article-consists-of-three-short-parts-31d31efabds).

You can also use regular expressions when working with other Linux utilities: find, sed, awk, tr,
vi and others.

If you want to search for files strictly with a certain extension or for files whose name contains a
certain string, replace part of the file name with asterisks:

grep -n "gmail” *.txt

TERMINAL

in) '$ 1s R | grep ".txt"
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The real power of Grep comes in combination with other commands. For example, you can use
it to filter the output of the Is command:

Is -R | grep ".txt"

Note that we used the Is command with the -R flag to display the list of files in the subdirectories
too.

= example.txt U X = emaills.txt U = commands.txt L

Day 6 » = example.txt

First string

Second string

johnsmith@gmail.com

103.21.244.25
34xp4vRoCGIym3xR7yCVPFHOCNxv4Twseo
example@gmail. com
bclgazcm763858nkj2dj986etajvbwqus LvBuxwczt
23.04.1991

173.245.49.202

FROBLEMS QUTPUT ORTS Bl SOLE TERMINAL

gitpod / (main) $ cd Day_6

gitpod ) 6 (main) $ grep -v "gmail" example.txt
First string

Second string

103.21.244.25

34xp4vRoCGIym3xR7yCVPFHoCNxv4Twseo

bclgazcm763858nk]2d)986eta]vbwqus LvBuxwczt

23.84.1991

173.245.49.202

gitpod , : 2] 6 (main) $ i

Also, grep allows you to search for strings that do NOT contain the word you are looking for or
match a regular expression. Use the -v flag:

grep -v "gmail"” example.txt
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£ example.txt U X = emails.txt U = commands.txt U

£ example.txt

First string

Second string

johnsmith@gmail.com

183.21.244.25
34xp4vRoCGIym3xR7yCVPFHoCNxv4Twseo
example@gmail. com
bclgazem763858nkj2dj986etajvbwquslvBuxwezt

23.04,1991
173.245.49.202
johnsmith

I DEBUG N = TERMINAL

gitpod d : lay (main) $ cd Day_6

gitpod (main) $ grep "“johnsmith" example.txt | grep -v "gmail®
johnsmith

gitpod | D (main) 5 i

One last, very important note. You can run Grep multiple times at the one line. Let's try to find
strings that contain "johnsmith" but do not contain "gmail":

ohnsmith" example.txt

grep '

Again, notice how we combine two commands on the same line using the |. This is a simple but
very important skill that will allow you to get the most out of Linux.

44

INVESTIGADOR_Z



Alternatives

Mame Description Link CLI for transcribing
. MPdgrep and searching https://github.comfa-cconnelljn
"Grep utility that audiofvidec filas
searches through
RZgrep £iP.jar @arigz :zz i https:/faithub.com/MoserMichat A minimalistic regex
,Jarearlgz,
any form of nesting” ::;m:l:l";p::‘;“mas
implementation i
i h iffaithub. iul- hi
"CLI taol to search minrep perCh.AZ of The Rust | psiiithub.comjpayl-michel
text in XLSX, XLS and Programming
XLSarep 0DS files, It works https:ifgithub.comjzazuumyxlsxe Language
similarly to Unix/GNU Utility to search for
Linux grep” strings in PE
"Grep" for Hackers Grep executables including | https:/jgithub.com/codypiarce/t
v el . imports, exports, and
sifaithub. TUVIMEN/h
Harep r::ml :;.ae, ement  hitps:/faithub.com/TUVIMEN/hg dibiig aymbels
Grep for Japanese
BiNgrep Grep for binaries files htips:/fgithub.com{m4b/bingrep AT it cam: find
Grep for source codes . JVgrep text from files that https:fjgithub.comfmatinfjvgrep
Carep in C/C++ https./faithub.com/awgn/cgrep written in another
Japanese encodings
PCAP-based tool that OFllA i
allows you to specify LiveGrep Gll:rl\u: ?:):::::;s https:/flivegrep.com/
an extended regular or
hexadecimal DNarep Gr_snl'm:al R https:j/github.com/dnGrep/dnGi
expression to match Windows
agalinst data payloads . . Global search and
MNgre; https:/faithub.comjjprs, © i e {lait i
grep of packets, It ps:/fgithub.com/jprSinarep | Greplace.vim piadieTor V1 https:/jgithub.com/skwpfgrepla
understands many k
kinds of protocols, N —— U.:a a9, :T, .g“rel: and hittps:/jgithub.com/leonid-
including IPv4/8, TCP, s ;L;:;: Te:;:zvanr:r; shevisoy/SearchinProject_Subll
UDP, ICMPVA/8, IGMP
and Raw grep-lke Per search
ACK3 tool optimized far hitps:/igithub.com/beyandgrep)
for P
PHPgrep Giep for PHPgadrta htips:{fgithub.com/quasilyte/phy source code

UCG (Universal Code Grep)

code

Extremely fast grep-
like tool specialized
for searching large
bodies of source code

https:/fgithub.com/gvansicklefu:

The Silver Searcher

Sift

Extreme grep-like
C+Perl search toal for
source coda

GO fast and powerfull
alternative for grep

https:jfgithub.com/agreerthe s

https:/igithub,com/svent/sift

The Grep utility is designed to search through text files. But it has many analogs that work with
other formats: XLSX, ZIP, JAR, MP4, PDF etc. You can find links to them in the Awesome Grep

(https://github.com/cipher387/awesome-grep) repository.
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Day 7. Sed and Awk

Today is one of the longest lessons with the most examples. Some people will find it the most
boring in the whole course. But believe me, from the point of view of learning to save time, it is
the most useful day. It is even more useful than the day in which we will talk about Al assistants.

Sed (https://www.gnu.org/software/sed/) is a non-interactive command-line text editor (it
would be more accurate to say stream editor). In other words, it allows you to make
changes to a text file without opening it.

) gitpod / ay (main) $ sed -h
sed: invalid option — 'h'
Usage: sed [OPTION]... {script-only-if-no-other-script} [input-file]...

-n, —quiet, —silent
suppress automatic printing of pattern space
—debug
annotate program execution
—-e script, —expression=script
add the script to the commands to be executed
—f script—file, —file=script-file
add the contents of script-file to the commands to be executed
—Tfollow-symlinks
follow symlinks when processing in place
-1 [SUFFIX], —in-place[=SUFFIX]
edit files in place (makes backup if SUFFIX supplied)
-1 N, —line-length=N
specify the desired line-wrap length for the *1' command
—posix
disable all GNU extensions.
-E, -r, —regexp—extended
use extended regular expressions in the script
(for portability use POSIX -E).
——-separate
consider files as separate rather than as a single,
continuous long stream.
~—sandbox
operate in sandbox mode (disable e/r/w commands).
—unbuffered
load minimal amounts of data from the input files and flush
the output buffers more often
—null-data
separate lines by NUL characters
—help display this help and exit
—version output version information and exit

First, let's just try to replace one piece of text with another in the file:
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LORER

OPEM EDITORS

you a merry
And a Happy New Year!

sed s/Happy/Merry/ sed sample.tx

Now let's try to replace the text in the file using a regular expression (replace each digit
to word “no”):

EXPLORER

“ OPEN EDITORS

ampl
ar

¢ LINUX-FOR-0OSINT-21-DAY

> Day.1

TERMINAL
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The -n flag can be used to extract a single line or a range of lines from a file:

EXPLORER

 OPEN EDITORS
you ry Christmas
you a Merry Christmas
We wish you a Merry Christmas

And a Happy New Year!
' LINUX-FOR-0SINT-21-DAY

ed =n 7p sed_sample.txt

ay 7 (main) $ sed —n 5,12p sed_sample.txt

sed -n 7p sed _sample.txt
sed -n 5,12p sed sample.txt

For a file of a few dozen lines, this command seems pointless. Its true power comes out
when you have, for example, a CSV file with tens of millions of lines that Excel refuses
to open and you need to see what is on lines number 108100, 999588, 10009898 to
make sure the data is in the right format.

It is also possible to combine this to function and replace a word or a regular expression
in a given range of strings:
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TERMINAL

And a Happy New Year!gitpod 1 2 L 7 (main) $ sed '1,3@ s/Happy/Merry/g' sed_sample.txt
We wish you a Merry Chri:

We wish you a Merry Christmas

We wish you a Merry Christmas

And a Merry New Year!

Good tidings we bring to you and your kin.
We wish you a merry Christmas
And a Merry New Year!

Oh, bring us some figgy pudding
Oh, bring us some figgy pudding
Oh, bring us some figgy pudding
And bring it right here!

Good tidings we bring to you and your kin.
We wish you a merry Christmas
And a Merry New Year!

We won't go until we get some
We won't go until we get some
We won't go until we get some
S0 bring i

0
t right here!

Good tidings we bring to you and your kin.
We wish you a merry Christmas
And a Merry New Year!

We all like our figgy pudding

'sed sample.txt

More examples can find in “Useful sed” Github repository
(https://github.com/adrianlarion/useful-sed) .
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Use this tool to generate a sed” command which you can run on your Linux or Unix machine.

SED GENERATOR ONLINE

Search

Replace
Delimeter / Generate
Filename yputtxt

Do replacement?

Do not try to memorize the syntactic rules for composing Sed commands. You can
always find an example on StackOverflow, ask some Al code assistant for help, or use a
special online service like Sed command

generator (https://www.jamiebalfour.scot/devkit/sed/) .

AWK

Awk (https://www.gnu.org/software/gawk/manual/gawk.html) is a scripting language for
text processing. Interesting fact. Awk is not a technical acronym, but simply the initials of
the three developers of this language: Alfred V. Aho, Peter J. Weinberger n Brian W.
Kernighan.

Awk, like Sed does not require installation as it is included in Linux by default.

First, let's try to display the entire text of the file. It is easier to do this with Cat, but this
example is necessary to better understand awk syntax:
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awk '{print $0}' awk sample.txt

Now let's do the same thing, but with line numbering:

awk '{print NR,$0}' awk sample.txt

Let's display only the first and third columns of the document (using flag -F to indicate
that the separator is a comma):

TERMINAL

gitpod ] ain) $ cd Day_7
gitpod 7 (main) $ awk -F, '{print $1,%3}' awk_sample.txt

Title Date

My Title 6/16/16

Another title January 4 1965
The best image ever 12/1/93
gitpod /v

awk -F, '{print $1,$3}' awk sample.txt

Now output only the strings that start with a certain character:
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on No,Reproduction
notes, John e,6ift of So and So,2816.1,orig
quently writte i ript Lnot r internal use
Gift,2015.

awk '/*O/' awk sample.tx

Conversely, strings that end with a specific character:

ccession No,Rep
tion, some notes
for internal use,John Do

awk ''w$/' awk sample.tx

And now all the strings that do NOT end with a certain character:

TERMINAL

1,
ription, n or internal

awk '! /w$/' awk sample.tx
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More examples can find in Simple AWK Github repository
(https://qithub.com/adrianlarion/simple-awk). As with Sed, you can ask the Al assistant
for help writing commands or use special services.

= AWK REPL | Options - 82 Basefd W Help

-F [, +" “/George|*John/{print SNF *:*, §1, S{NF-1)}'

1789-1797: George Washington
1787-1801: John Adams
1825-1829: John Adams
1841-1845: John Tyler
1961-1963: John Kennedy
1989-1993; George Buzh
2001-2009: George Bush

George Washington, 1789-1797
John Adams, 1787-1801
Thomas Jefferson, 1801-1809
James Madison, 1809-1817
Jarmes Monroe, 1817-1825
John Quincy Adams, 1825-1829
Andrew Jackson, 1829-1837

Martin Van Buren, 1837-1841

William Henry Harrison, 1841

John Tyler, 1841-1845

James Knox Polk, 1845-18498

Zachary Taylor. 1849-1850

Millard Fillimore, 1850-1853

Franklin Plerce, 1853-1857

James Bucharan, 1857-1861
Abraham Lincoln, 1861-1865

Andrew Johnson, 1865-1869

Ulysses S. Grant, 1869-1877
Rutherford Birchard Hayes, 1877-1881
James Abram Garfield, 1881
Chester Alan Arthur, 1881-1885

AWK online (https://awk.js.org) is an online tool on which it is very convenient to test
how various commands are executed on small text fragments.

When reading the additional documentation, you may notice that Grep, Sed and Awk
may have common functions and it is not always clear which command is best to use.
And more often than not, it doesn't matter.

Yes, 20-30 years ago when computers had modest capabilities it made sense to think

deeply about this when working with large files. Today, however, in most situations it is
not an important issue at all.
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Day 8. Vim text editor

Interesting fact, if you type "emacs" into Google, the search engine will ask you, "Maybe you
mean vi?" (vim is an improved version of the vi text editor, which was introduced first time in
1976). Many developers around the world really love Vim, have been using it for decades
and are constantly discovering some amazing new features of this text editor.

Google

N

emacs x

2 Al [EImages [3] Videos &l News ] Books + More

About 10,800,000 results {0.33 seconds)

Seeresuts ') GMNU Emacs
about bhnb Software

Did you mean: vf

Emacs is a text editor designed for POSIX operating systems and
available on Linux, BSD, macOS, Windows, and more. Users love
Emacs because it features efficient commands for common but
complex actions and for the plugins and configuration hacks that
have developed around it for nearly 40 years.

Tools

T Bmais fstae

Vim (hitps://www.vim.org) - is a universal and highly configurable command line text editor.
The first version of it appeared in 1991 and since then it has continued to be popular,
despite many competitors in the form of other text editors and IDEs (Integrated
Development Environment). Let's run it and see what it's good for.

54

INVESTIGADOR_Z


https://www.vim.org

1873, 1560- 3y 1992, 1976-1992, 2018, 1 3995, 4563, 4

ebiar rﬁ
sion without GUI. Features incl
+file i th

+terminal
+terminfo

Toon_
+balloon_eval term +gettext
~brat ul
++tbuiltin_terms

+cindent
—clientserver

+cmd line_inf

+comments

+conceal L i ¥ +reltime T
+rightleft +vreplace

+Cscope =ruby +wildignore

+cursorbind +scrollbind +wildmenu

+cursorshape 1w +signs +wind.

Let’'s install:

sudo apt update
udo apt install vim

TERMINAL bash - Day_14

{main) $ sud

i'JI
5-lubuntuz.13 [6,
[81.

Unpacking
Setting up

And run:
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TERMINAL

rit non esse rum aliunde finem be
1] ulisti, popularia sunt aut at iora desidero. Du

tio interrete. Tum Lu 1 Mi ta valde probata sunt, quod item fratri puto. Bestiarum vero nullum iudicium puto. Nihil enim
iam habes, quod ad 2 de prima illa, ae i ngressu solemus: 0 tu, i it, huc? Et homini, qui ceteris animant

ibus plurimum praestat,

Iam id ipsum absurdum, maximum malum negl
ore animogue constare, cum primae sint animi
non probes eius, a quo dissenti

s obruat?

Quis istum dolorem timet?
Summus dolor plures dies manere non potest? Di pro me ipsa virtus r 0 it isti t beato M. Tubulum fuisse, qua illum,
ius is condemnatus est rogatione, P. Quod si ita sit, cur opera philoso

Quod si ita est, sequitur id ipsum, quod te lle 20, Omne emper b : se sapientes., Cum enim fertur quasi torrens orat
amvis multa cuiusque modi rapiat, nihil tame =he : ionem coercea
£ convincunturque scripta eius probitate ipsius ac morib Mundum hunc omnem oppidum esse nostrum! Incendi

itur ; gui audiunt, vides. Vide g ¢ inquam, tuum {1 cum re idem tibi, q mihi, videretur, non nova te n 5 nomina

cu

qu

s
ig
;

nponere. Qui-vere falsone, quaerere mittimus-dicitur oculis se ista mala sunt, quae potest inc e sapiens, sapiente
m esse non es d beat vend At vero si ad vitem sens it, ) ur,

gquid facturam putas?

Quem si tenueris, non modo meum Ciceronem, sed etiam me ipsum abduc

Stulti autem malorum memoria torguentur, sapient bona praeterita grata re
enim gquam vell iniqu

Quae autem natura suae primae in utionis oblita t?

Verum tamen cum de rebus grandioribus dicas, ipsae res verba rapiunt;

Hoc est non modo cor non habere, sed ne palatum guidem.

"text_example [noeol] 21L, 35418

We will do nothing more with this text for now, but go straight to the most important question.
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Exit Vim

This is a very important question that has inspired hundreds of people to create memes (google
vim exit memes). Save these instructions somewhere.

1. Press the Esc key to switch to command mode.
2. Type :q! and press Enter (or type :wq! and press Enter, if you want to save the
changes)

In case you forget these instructions remember that you can always just click the right cross and
close the terminal (in Gitpod too).

If suddenly, for some reason, the instructions above seem too simple for you, you can try a few
dozen other ways to quit vim (https://qithub.com/hakluke/how-to-exit-vim).

57


https://www.google.com/search?q=vim+exit+memes&newwindow=1&client=safari&sca_esv=593993871&tbm=isch&sxsrf=AM9HkKkDUirtr_MhvWGtOywobXoWmxX10Q:1703692787647&source=lnms&sa=X&ved=2ahUKEwin06eb_q-DAxX-HhAIHa0NAj8Q_AUoAXoECAQQAw&biw=1348&bih=537&dpr=2
https://github.com/hakluke/how-to-exit-vim

Using Vim

Let's open the file again:

vim text_example.txt

And let's try to navigate through the text:

Quis istum dolorem timet?

Quis istum dolorem timet?

Quis istum dolorem timet?

Quis istum dolorem timet?

Summus dolor plures dies manere non potest? Dicet pro me ipsa virtus nec dubitabit isti vestro beato M. Tubulum
a sit, cur opera philosophiae sit danda nescio.

eptis et institutis cum omnis doctrina liberalis, omnis historia.

Quod si ita est, sequitur id ipsum, quod te velle video, [l semper beatos esse sapientes. Cum enim fertur quas
eneas, nihil apprehendas, nusquam orationem rapidam coerceas. Ita redarguitur ipse a sese, convincunturque script
omnem oppidum esse nostrum! Incendi igitur eos, qui audiunt, vides. Vide, ne magis, inquam, tuum fuerit, cum re

Qui-vere falsone, quaerere mittimus-dicitur oculis se privasse; Si ista mala sunt, in quae potest incidere sapie
vitem sensus accesserit, ut appetitum quendam habeat et per se ipsa moveatur, quid facturam putas?

Quem si tenueris, non modo meum Ciceronem, sed etiam me ipsum abducas licebit.

Stulti autem malorum memoria torquentur, sapientes bona praeterita grata recordatione renovata delectant.
Esse enim guam vellet iniquus iustus poterat inpune.

Quae autem natura suae primae institutionis oblita est?

Verum tamen cum de rebus grandioribus dicas, ipsae res verba rapiunt;

/omnesl]

G - move to the last line.

gg - move to the first line

A - move to the first character of current line
+ - move to the first character of next line
yyp - duplicate current line

dd - delete current line

g; - go back to the last modified location

X - delete character or selected

y - delete character or selected text

[ - find text

(If something suddenly doesn't work, press Esc to enter command entry mode).

And the bottom line is that there are over a thousand such quick commands. Yes, over a
thousand commands for working with text files. Here's a list of 1,349, but it's probably not
complete, since Vim is infinite (https:/pastebin.com/xBRYzAwO0).
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If you pick at least a few dozen commands that best suit your goals, you can take your
productivity to a whole new level (as well as improve memory and concentration tremendously).
This is what hundreds of thousands of Vim fans around the world have already done (but I'm
just about to do it myself, to be honest).

Vim Newsletter Vim Books About

VimTricks

Category: Tips and Tricks

Inspect Character
Under Cursor in Vim

Frdried 4,8 (88)

Use ga in Vim to inspect the

character under t or in Vim.

nd this feature with the

Characterize plugin.

Vim Command Line
Window

Frrkdok 4.7 (74)

The Vim command li rfindow is
more than just

command

commanis.

Vim Calculator
Frirdrdnk 4.7 (154)

The Vim calculator is a built in
feature requiring no plugins:
Perform calculations without

leaving Vim, even from your text.

Vim split to a specific
size

Hrdrdedrdr 4.6 (79)

Open Vim splits to a specific height
or width by prepending a number

to the command.

Submit

SEARCH THE ARCHIVES

Enter your search query...

OUR BOOKS

Git Better
with Vim

— o ——

RECENT VIM TIPS

Sl i | i

Learning tricks for Vim is a never-ending process. If you want, you can continue it on Vim tricks
newsletter website (https://vimtricks.com/).
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VimAwesome oython

h, 3/K to navigate, N/ P to i

UltiSnips - The ultimate snippet solution for Vim. Send pull requests to SirVer/ultisnips!

Using the jedi autocompletion library for VIM

441 PLUGINS

Flake® plugin for Vim

Commands Source code brawser (supports C/C++, java, perl, python, tcl, sal, php, etc)

Other sxmpylFold = 2L

\No-BS Python code folding for Vim

An alternative Indentation script for python

If you want to use VIM to its full potential, then install additional plugins suitable for your daily
tasks. You can find them at VimAwesome (https://vimawesome.com).

Alternatives

Vim is damn good, but | still advise you not to stop at Vim and try different good text editors for
Linux, which allow you to speed up your work and automate different tasks:

Emacs (https://www.gnu.org/software/emacs/)

Neovim (https://neovim.io)

Atom (https://github.com/atom/atom)
Notepad++ (https://notepad-plus-plus.org)
Sublime Text (https://www.sublimetext.com)

Many of them have many more plugins and integrations as Vim and can be a complete
replacement for the IDE in everyday work.
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Day 9. Screen and Crone

Some commands can take a very long time to execute. Sometimes even for several days. For
example, if you want to process hundreds of gigabytes of text data on a server with modest
technical capacity.

Screen (https://www.gnu.org/software/screen/) allows you to perform multiple tasks
simultaneously in the background. Roughly speaking, it allows you to make one terminal into
several terminals working independently of each other.

Let's start with the installation:

sudo apt-get install screen

TERMINAL

(main) $ cd Day_8 >] Gitpod Tas...
8 (main) % sudo apt-get install screen -y .

# bash Day

sk space will be used.
in amd64 libutempter® amd64 1.2.1-2build2 [8,848 Bl
in amd64 screen amd6d 4.9.@-1 [672

pt-ut

/10 ré:a .

(Re g database ... 35689 f a i installed. )
Preparing to unpack .../libutempter@_1.2.1-2 d2_amd64.deb ...

ils is not installed
4

Create new session with name “demo-screen”:

screen -S demo-screen
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PROBLEMS | F 5 ] | TERMINAL

Y |

Run some commands in it and press Ctrl+A+D to exit.

PROBLEMS PUT F SOLE TERMINAL

$ cat readme.md
: readme.md: N file or directory

Day 18 Day 2@ Day 5 Day 8 netlas_results
19 Day_3 Day & Day 9 osint_duckduc
Day_2 Day_4 Day_7 netlas_results_extracted.txt README.md

t README.MD
cat: README.MD: No s file or directory
$ cat README.md
# Linux for OSINT. 21 da ourse for beginners
In this repository you will find sample code files for each day of the course "Linux for OSINT. A 21-day course for beginners".
s

Now let's get the list of active sessions to see if there is a new session called “demo-screen”:

screen -Is
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PROBLEMS OUTPUT PORTS DEBUG CONSOLE TERMINAL

/ (main) $ screen -1s

gitpod /workspa

There is a screen on:
9244.demo-screen (12/16/2023 06:37:02 PM) (Detached)

1 Socket in /run/screen/S—gitpod.

gitpod spa . / (main) $ Jj

To return to a session named "demo-screen" simply type in the command line:

screen -r demo-screen

And press Ctrl+A+D to exit again.
And if you want to delete a session named "demo-screen", type:

gl po F i v /s [ +] 4
gitpod (main) $ screen —XS demo-screen quit
2 gitpod —f (main) $ screen -ls

No Sockets found in /run/screen/S-git

gitpod /w 9 (main) $ i

screen -XS demo-screen quit

After that, check the list of sessions to make sure the deletion was successful.

screen -Is
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Unfortunately, Gitpod is not very suitable for demonstrating the capabilities of Screen, because
after closing the workspace tab and after the user is inactive for more than half an hour, all
commands are stopped.

If you will be using the Screen on your own VM, make sure it is running until all the commands
you need are executed in all sessions.

The ideal option for using the Screen is a VPS (Virtual Private Server) that runs 24/7 and you
can just connect via SSH to it from time to time.

Crontab

Another important advantage of automation is the ability to schedule a certain sequence of

actions for a certain time.

Crontab (hitps://ss64.com/bash/crontab.html) is a utility for editing the crontab file, which stores

a schedule of commands to be executed by the cron daemon (an old UNIX term).

Here is an example from Wikipedia of what a crontab file might look like:

/etc/crontab:

%R R R

SHELL=/bin/sh

and files in /etc/cron.d.
that none of the other crontabs do.

system-wide crontab

Unlike any other crontab you don't have to run the "crontab'
command to install the new version when you edit this file
These files also have username fields

PATH=/usr/local/sbin: fusr/local/bin:/sbin: /bin:/usr/sbin: /usr/bin

# m h dom mon dow user

17 * * * %

n
o
~ ¥

* *
476 % =
1 *

*

root
root
root
root

command

cd /
test
test
test

&&
-X
-X
=X

run-parts —report /fetc/cron. hourly

fusr/sbin/anacron || ( cd / & run—parts -—report /etc/cron.daily )
Jusr/sbin/anacron || ( cd / && run—parts —report /etc/cron.weekly
fusr/sbin/anacron || ( cd / && run-parts =-report /etc/cron.monthly )

Gitpod prohibits the use of Crontab utility at all. And we're not going to try any more commands

today.

But lastly, | want to tell you about one very good service that will come in handy when you work
with Crontab on a VM or VPS.

INVESTIGADOR_Z
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crontab guru

The quick and simple editor for cron schedule expressions by Cronitor

“At 22:00 on every day-of-week from Monday
through Friday.”

/
@yearly
@annually

@monthly

fdaily

@hourly

@reboot

Crontab Guru (https://crontab.guru/) - is an online service that allows you to quickly compose
crone schedule expressions.
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Day 10. Text analyzing and editing
utilities
A significant part of this course is devoted to working with various text data formats. After all,
the most important advantage of Linux is the significant reduction of routine work. Here are

some more universal commands that are useful to know. All of them are available in Linux by
default.

Cat

Cat (https://pubs.opengroup.org/onlinepubs/9699919799/utilities/cat.html) - utility that allows to
view the contents of a text file. We have already used it in previous lessons and it may seem

very simple, but it is not quite so. Two second examples.

It allows to view the contents of multiple files at once and save them all at once to a single file:

= file3.txt U X = filel.txt U

= file3.txt

First fileSecond file

TERMINAL

(main) $ cd Day_10
(main} % cat filel.txt file2.txt >file3.txt
ain) $ []

cd Day 10

cat file1.txt file2.txt >file3.txt

66

INVESTIGADOR_Z


https://pubs.opengroup.org/onlinepubs/9699919799/utilities/cat.html

You can even use it to collect the content of all files with a certain extension (or containing a
certain word in the name) into one file:

EXPLORER = file_names.txt = file | = X = fileltxt U

@ + OPEN EDITORS
ile

First fileSecond fileFirst fileSecond file
First fileSecond fileFirst fileSecond file “Team"
"BAL"
= "BAL"
“ “~ LINUX-FOR-OSINT-21-DAY > “BAL"
"BAL"
"BAL"
"BAL"
"BAL"
"BAL"

TERMINAL

itor (emd + click)

cat *.txt >alltext/file4.txt

Cut

Cut (https://pubs.opengroup.org/onlinepubs/9699919799/utilities/cut.html) is utility for cutting
sections from each line of a file. Recall that we used the Sed utility to cut lines from the file, and
the Awk utility to cut individual columns (Day 7).

Let's try to extract the first character from each line:
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EXPLORER

~* OPEN EDITORS 0
[ED * B cut_exar 1 1 . o ey ol
“ LINUX-FOR-OSINT-21-DAY 1 i , 74, 185, 23.29
"BAL", "Out 160,
‘s "BAL", "Outfielde 69, 180, 27.55
AL", "Outfielder” p 4,27
“BAL", "Designated Hitte 197, 3@
"Erik Bedard “BAL", “Starting Pitcher", 73, 189, 27.
"Hayden Pe “BAL", "Starting Pitcher®,
"Adam Lo “BAL", "Starting Pitcher", 78,

TERMIMNAL

gitpod (main) § cut —c 1 cut

OUTLINE

> TIMELINE gitpod

example.cs

And here's a command that cuts the first through tenth characters from each line:
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gitpod / 10 (main) % cut —-c 5-10 cut_example.csv
ellII ||T
m Dona
1 Bako
on Her
in Mil
is Gom
an Rob
uel Te
vin Mo
rey Hu
m Ster

f Fior
ddie B
k Mark
ndon F

ey Pat
Payto
Gibbo
k Beda
den Pe
m Loew
gitpod /

cut -c 5-10 cut _example.csv|

Cut can also be used to cut individual bytes or fields with delimiter designation (another method
for extracting columns from CSV files).

Uniq

Uniq (https:/pubs.opengroup.org/onlinepubs/9699919799/utilities/unig.html) - utility that allows
you to remove all duplicate lines from a file.

Let’s try:
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B cut_example.csv U = second _column.txt U unig_example

Day 10 > unig_example.csv
“"Erik Bedard", "BAL", "Starting Pitcher", 189,
“"Erik Bedard", "BAL", "Starting Pitcher", 189,
"Adam Loewen", "BAL", "Starting Pitcher", 219,
"Adam Loewen", "BAL", "Starting Pitcher", 219,
"Hayden Penn", "BAL", "Starting Pitcher", 185,
"Erik Bedard", "BAL"™, "Starting Pitcher", 189,

TERMINAL

(main) $ cd Day_1@
or-0 21-day y 18 (main) $ unigq unig_example.csv
, "Starting Pitcher", 73, 189, 27.99
“"Adam Loewen", "BAL", "Starting Pitcher", 78, 219, 22.89
"Hayden Penn", "BAL", "Starting Pitcher", 75, 185, 22.38
"BAL tarting Pitcher", 73, 189, 27.99
X d (main) $ i

uniq uniq_example.csy

Sort

Sort (https://pubs.opengroup.org/onlinepubs/9699919799/utilities/sort.html) - utility that sorts
files in alphabetical and reverse alphabetical order, as well as descending and ascending order.
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EXPLORER - s n.txt U B unig

~ OPEN EDITORS
osition", "Height(inches}", "Weight{lbs}", “Age"
"#dam Donachie", "BAL", "Catcher", 74, 188, 22,99
"Paul Bako", "BAL", “"Ca r, 74, 215, 34.869
"Ramon Hernandez", Catcher", 72, 218, 38.78
+ LINUX-FOR-OSINT-21-DAY : “Kevin Millar", . irst Baseman", 72, 218, 35.43
> Day1 "Chris Gomez", “BAL" rst Baseman", 73, 188, 35.71
5 “Brian Roberts Second Baseman", 69, 176, 29.39
Shortstop", 63, 209, 30.77
"Melvin Mora", "BAL", "Third Bas ", 71, 200, 35.07
"Aubrey Huff", “BAL", "Third ", 76, 231, 30.19
"Adam Stern", “BAL", "Outfielde 71, 18@, 27.85

TERMINAL

amon Hernand
B "

sort -r cut_example.csyv,

Here we used the -r flag to sort the rows in reverse alphabetical order.

lconv

Iconv (https://pubs.opengroup.org/onlinepubs/9699919799/utilities/iconv.html)  utility that
convert some text in one encoding into another encoding.

We won't run this command (I don't have a suitable test file at hand right now), but it will be
useful for you to know about its existence. If some text suddenly displays obscure characters
instead of letters, try saving the file in a different encoding using this command.

iconv -f UTF-8 -t ASCII//TRANSLIT utf8.txt acii.txt
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This is the last chapter in this book about automating text file manipulation in Linux. If you are
interested in this topic, | recommend you to check out the repository Text processing Recipes
Linux (https://qgithub.com/adrianlarion/text-processing-recipes-linux).
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Day 11. Video, audio and images

Sometimes in investigations, you have to deal with a large volume of media files that are very
difficult to analyze manually. Today | will show you some very simple tools that will help you
save time while watching videos, listening to audio and translating text from pictures.

FFMPEG

FFMPEG (https://www.ffmpeqg.org/) is a toolkit for handling video, audio, and other multimedia
files, capable of hundreds of different operations.

TERMIMAL

y (main) $ sudo apt-get update && sudo apt—get install -y ffmpe
fubuntu jammy InRelease [48.8 kBl
fubuntu j Jfstable amdﬁd Pack

ﬂuntu jamm InRelease [23.8 k8]
ammy InRelease kB]
Release [11@ kB]

re/ppa/ubuntu jammy/main amd64 Packages [2,
vtu. com/ubuntu jammy-updates IrRPlFﬂ'e 1119 FBJ
ontent.net/ondr

j.—.‘mm)r,a main amd64 Pac ages
se [109 kbl

tricted amd64 Packages [1,572 kB]

j_r_hutl.-"gjI.—LTS!'LIbunlu j
Get:18 ive com/ubuntu jammy-updates/main ai
Get:19 4 nti ubuntu janﬂy-;ecuritvau-
] Tu.cam;uhuntu ]anﬂy sccurltyfm.ltlv
amjb4 PaL
8 kBl
bn; kB]
m;uhuntu ]anm —backportsfm
m/ubuntu jammy-backports/universe amd64 P
qithuhf'it—Lfsfubuntu jammy/main amd64 Pac
in— ialnln‘,a l? I ease [6,8

Readlnq pdr
Reading

Let’s install:

sudo apt-get update
sudo apt-get install -y ffmpeg
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OPEN BB

1]

Iworkspacalliue-for- OSINT-21-dawDay 11! |8
Irama12.ong « Uniracked

OUTUNE

TIMELINE

Now let's try to convert the video into a set of frames in png format:

ffmpeg -i video _sample.flv -r 1 frame%d.png

Viewing a video frame by frame allows you to quickly understand what the video is about and
highlight key episodes in it. A simple but very time-saving trick. Note that if you right-click on a
file and folder in Gitpod, it can be downloaded from workspace.
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EXPLORER

OPEN EDITOAS

D

gia 0 =nap 2 audio.mpl

¢ —Libg.

Day_i1
4! audio.mp3

fworkenacafinux-for-058
audio mpd - Untracked

DUTLINE
TIMELINE

Now let's try to extract the audio from the video with another simple command. You can listen to
the result without leaving Gitpod:

ffmpeg -i video _sample.flv -q:a 0 -map a audio.mp3

As you can guess, audio needs to be extracted from video to turn it into text. This will help you
quickly analyze it and find the key semantic parts.

Transcribe audio

PocketSphinx (https://github.com/cmusphinx/pocketsphinx) is a very simple speech recognizer.
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gitpod / - / 11 (main) $ sudo apt install pocketsphinx pocketsphinx-en-us
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
pocketsphinx-en-us is already the newest version (@.8.@+real5prealpha+1-14ubuntul)
pocketsphinx-en-us set to manually installed.
The following NEW packages will be installed:
pocketsphinx
@ upgraded, 1 newly installed, @ to remove and 87 not upgraded.
Need to get 32.6 kB of archives.
After this operation, 148 kB of additional disk space will be used.
Do you want to continue? [Y/n] y
Get:1 http://archive.ubuntu.com/ubuntu jammy/universe amd64 pocketsphinx amd64 8.8.@+realSprealpha+1-14ubuntul [32.6 kB]
Fetched 32.6 kB in @s (111 kB/s)
debconf: delaying package configuration, since apt-utils is not installed
Selecting previously unselected package pocketsphinx.
(Reading database ... 36864 files and directories currently installed.)
Preparing to unpack .../pocketsphinx_@.8.8+realSprealpha+l-14ubuntul_amd6d.deb ...
Unpacking pocketsphinx (@.8.@+real5prealpha+1-14ubuntul) .
Setting up pocketsphinx (@.8.8+realSprealpha+l-14ubuntul) ...
Processing triggers for man-db (2.108.2-1) ...
gitpod . Jace

Let’s install:

sudo apt install pocketsphinx pocketsphinx-en-us

If you want to work with audio recordings in other languages, install additional libraries. A
complete list can be found here.

PocketSphinx is an easy to use utility that produces quality results. But, unfortunately, it does
not work with different audio file formats, but only with wav 16000 Hz.

v =ar 16008 -ac 1

{ BxD0el)

/ Bx90e1)

Fortunately, most audio formats can be easily converted to it with ffmpeg. Example:
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ffmpeg -i test speech.wav -ar 16000 -ac 1 test speech 16000.wayv,

And now try convert speech audio to text:

pocketsphinx_continuous -infile test speech 16000.wav 2>

pocketsphinx.log > speech from_ audio.txt

If you need very high quality speech recognition for different rare languages, | suggest you take
a look at Open Al Whisper API (https://openai.com/research/whisper). It is a paid tool, but it is
really good.

Extract text from images

Tesseract OCR (https://github.com/tesseract-ocr/tesseract) is a simple Optical Text Recognition
utility.
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TERMINAL

gitpod 1 (main) % sudo apt install tesseract-ocr
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
libarchivel3 1libgif7 liblept5 libtesseractd tesseract-ocr-eng tesseract-ocr-osd
Suggested packages:
lrzip
The following NEW packages will be installed:
libarchivel3 libgif7 liblept5 libtesseractd4 tesseract-ocr tesseract-ocr-eng tesseract-ocr-osd
@ upgraded, 7 newly installed, @ to remove and 87 not upgraded.
Need to get 7,634 kB of archives.
After this operation, 22.7 MB of additional disk space will be used.
Do you want to continue? [Y/n] vy
Get:1 http://archive.ubuntu.com/ubuntu jammy/main amd64 libarchivel3 amd64 3.6.0-lubuntul [368 kB]
Get:2 http://archive.ubuntu.com/ubuntu jammy/main amd64 libgif7 amdé4 5.1.9-2build2 [33.8 kB]
Get:3 http://archive.ubuntu.com/ubuntu jammy/universe amd64 liblept5 amd64 1.82.0-3buildl [1,107 kBI

Get:5 http://archive.ubuntu.com/ubuntu jammy/universe amd64 tesseract—ocr-eng all .00~git30-7274cfa-1.1 [1,591 kB]
Get:6 http://archive.ubuntu.com/ubuntu jammy/universe amd64 tesseract-ocr-osd all 1:4.00~g9it30-7274cfa-1.1 [2,99@ kB]
Get:7 http://archive.ubuntu.com/ubuntu jammy/universe amd64 tesseract-ocr amd64 4.1.1-2.1buildl [236 kB]

Fetched 7,634 kB in 1s (7,875 kB/s)

debconf: delaying package configuration, since apt-utils is not installed

Selecting previously unselected package libarchivel3:amd6d4.

(Reading database ... 36875 files and directories currently installed.)

Preparing to unpack .../@-libarchivel3 3.6.8-1lubuntul_amd64.deb ...

Unpacking libarchivel3:amd64 (3.6.@-lubuntul) ...

Selecting previously unselected package 1ibgif7:amd64.

Preparing to unpack .../1-1libgif7_5.1.9-2build2_amd64.deb ...

Unpacking libgif7:amd64 (5.1.9-2build2) ...

Selecting previously unselected package liblept5:amd6&4.

Preparing to unpack .../2-liblept5_1.82,@-3buildl_amd64.deb ...

Unpacking liblept5:amd64 (1.82.@-3buildl) ...

Selecting previously unselected package libtesseract4:amdéd.

Preparing to unpack .../3-libtesseract4_4.1.1-2.1buildl_amd&4.deb ...

Unpacking libtesseract4:amd64 (4.1.1-2.1buildl) ...

Selecting previously unselected package tesseract—ocr-eng.

2
53
Get:4 http://archive,ubuntu.com/ubuntu jammy/universe amdé4 libtesseractd amdé4 4.1.1-2.1buildl (1,308 kB]
D
H

sudo apt install tesseract-oc

Try to OCR text in image and save to text.txt:
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= text.txt.txt U

‘We used a few cther useful flags in this command:

E -use extended reguiar xpressions syntax.
© - show only parts of lines that match (NOT all lines)

r - saarch for all fles in the current diractory. as well as for all files In subdirectorias.

TERMINAL

(main) % cd Day_11
11 (main) % tesseract text.png text,txt
ne v4.1.1 with Leptonica
11 (main) % cat text.txt.txt
We used a few other useful flags in this command:

E -use extended regular expressions syntax.
© — show only parts of lines that match (NOT all lines).

r = search for all files in the current directory, as well as for all files in subdirectories.

11 (main) $ il

tesseract text.png text.txt

Once we've turned video, audio, and pictures into text, we can translate it! Here is one of the
many ways to automate this process.

Translate text

Translate Shell (https://github.com/soimort/translate-shell) is command line translator
based on Google Translate, Bing Translator, Yandex.Translate and other translate
services.

Let’s install:
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164 Libfribidi-bi

pt=utils is pot installed

sudo apt install translate-shell

And translate text from file in French:

cat text.txt.txt | trans :f

Codes for different languages can be found on this page:
https://github.com/soimort/translate-shell/wiki/Languages.

Today, we explored the easiest-to-use methods for automating media content analysis. But if
you have to do it often, | recommend you to learn more about Al tools for image recognition that
have appeared in the last six months to a year. Many of them have APIs that can be used to
create command line tools.
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Day 12. Analyze PDF

Sometimes investigations have to deal with hundreds of documents and only one of them may
contain really important information. Therefore, it is worth trying to automate the analysis of text,
images and metadata in PDF.

TERMINAL

gitpod (main) $ pip install ocrmypdf
Collecting ocrmypdf

Downloading ocrmypdf-15.4.4 9-none-any.whl.metadata (18 kB)
‘Celle-»tj_ng Pillo —10 8.1 ( g f)

. 2 28 xB6_64.whl.metadata (9.5 kB)
«whl (11 kB)
Downlmmnr: ,mq’r_f—u 5.1.tar. gz (184 KkB)
184.2 kB 2.5 MB/s eta @:(
Prﬂparmq metadata (setup.py) ... done
3 nt already s ) gi in /home/gi /.pyenv/versions/3.12.9/ 'py 3.12/site-packages (from ocrmypdf) (
ting pdfminer.

Dov.nlcaclng pdfminer.s

—man',-'linu:<._2_1?_x85_ﬁ4.rnarr-,eLinuxEﬂM_ 86_64.whl.metadata (8.5 kB)

.wh] metadata (4.3 kB)

Requireme E - '
Requir ment \ tisf C -no Fd =2 in /home/c yen sions/3.12.
319 : 1t )

: ted (Trom pikepdf>=8.7.1->ocrmypdf)
Deprecatnd 1.2 ]-1-—|:|~" oy .whl.metadata (5.4 kB)

/python3.12/site-pa s (from ric

Requirement already satisfied: pygments 3.0 in /home/gi /.pyenv/versions/3.12.0/lib/python3.12/site-packages (from r|

OCRmyPDF (https://github.com/ocrmypdf/OCRmyPDF) - tool that adds an optical character
recognition (OCR) text to scanned PDF files. It makes the text searchable and processable.

Let’s install:

pip install ocrmypd
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TERMINAL

gitpod ‘ : > (main) $ sudo apt update

Get:
Get:
Get:
Hit:
Get:
Get:
Get:
Get:
Get:
Get:
Get:
Get:

Get

sudo apt install tesseract-ocr

https://download.docker.com/linux/ubuntu jammy InRelease [48.8 kBI
https://download.docker. com/linux/ubuntu jammy/stable amd64 Packages [26.8 kB]
http://security.ubuntu.com/ubuntu jammy-security InRelease [11@ kB]
http://archive.ubuntu.com/ubuntu jammy InRelease

https://ppa. launchpadcontent.net/git-core/ppa/ubuntu jammy InRelease [23.8 kB]
https://ppa. launchpadcontent.net/ondrej/apache2/ubuntu jammy InRelease [23.8 kB]
https://ppa. launchpadcontent.net/ondrej/nginx-mainline/ubuntu jammy InRelease [23.8 kBI
https://ppa. launchpadcontent. net/ondrej/php/ubuntu jammy InRelease [23.9 kBl

1@ http://archive.ubuntu.com/ubuntu jammy—updates InRelease [119 kB]

11 https://ppa. launchpadcontent.net/git-core/ppa/ubuntu jammy/main amd64 Packages [2,961 B]
12 https://ppa. launchpadcontent.net/ondrej/apache2/ubuntu jammy/main amd64 Packages [3,956 B]
13 http://archive.ubuntu.com/ubuntu jammy-backports InRelease [109 kBI

wodoun s Wwn

:1 https://apt.llvm.org/jammy llvm-toolchain-jammy-17 InRelease [6,833 B]
Get:
Get:
Get:
Get:
Get:
Get:
Get:
Get:
Get:
Get:
Get:2
Get:

Get:

Get:

Get:

15 https://ppa. launchpadcontent.net/ondrej/nginx-mainline/ubuntu jammy/main amd64 Packages [5,671 Bl
https://ppa. launchpadcontent.net/ondrej/php/ubuntu jammy/main amdé4 Packages [204 kB]
http://security.ubuntu.com/ubuntu jammy-security/main amd64 Packages [1,326 kBl
https://apt.llvm.org/jammy llvm-toolchain-jammy-17/main amd64 Packages [12.4 kB]
http://archive.ubuntu.com/ubuntu jammy-updates/restricted amd64 Packages [1,602 kB]
https://packagecloud.io/github/git-1fs/ubuntu jammy InRelease [28.0 kB]
http://security.ubuntu.com/ubuntu jammy-security/universe amd64 Packages [1,046 kB]
http://security.ubuntu.com/ubuntu jammy-security/restricted amd64 Packages [1,572 kBI]
http://archive.ubuntu.com/ubuntu jammy-updates/multiverse amd64 Packages [49.8 kB]
http://archive.ubuntu.com/ubuntu jammy-updates/universe amd64 Packages [1,305 kBl
http://security.ubuntu.com/ubuntu jammy-security/multiverse amd64 Packages [44.0 kB]
http://archive.ubuntu.com/ubuntu jammy-updates/main amd64 Packages [1,599 kB]
http://archive.ubuntu.com/ubuntu jammy-backports/universe amd64 Packages [28.1 kBEI]
http://archive.ubuntu.com/ubuntu jammy-backports/main amd64 Packages [50.4 kBI
https://packagecloud.io/github/git-1fs/ubuntu jammy/main amd64 Packages [1,654 Bl

Fetched 9,396 kB in 2s (4,285 kB/s)
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

Install Tesseract OCR (https://github.com/tesseract-ocr/tesseract), the text recognition utility that
OCRMyPDF is based on.

sudo apt update
sudo apt install tesseract-oc

Install Ghostscript (https://www.ghostscript.com) is an interpreter for the PostScript® language
and PDF files:

sudo apt install ghostscript
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ouTPUT oR El NSO TERMINAL

en indicates

an of fice

permitted in POF/A. You may wish to the output POF*

Let’s run:

ocrmypdf pdf for ocr.pdf result.pd

As it happens, | picked up a not-so-great PDF that already has a text layer. So the --force-ocr
flag is used to create another layer.

ocrmypdf —force-ocr pdf for ocr.pdf result.pdf

The command may take some time to execute, depending on the number of pages in the
document.
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N A T T A THRAT TRAAS L.

v Day_12 Open to the Side Enter

= commane Open With...

pdf_for_« Open in Integrated Terminal

result.pd

Day_13 Share

Day_14
Day_15 Select for Compare

Open Timeline
Day_17

Day_18 Cut
Day_19

= comman

>
>
>
> Day_16
>
>
v

Copy

> Day_20 Download...

= github_inf

= netlas_res Copy Path &®C

netlas_res Copy Relative Path SN HEC

OUTLINE

Rename... Enter
> TIMELINE

Delete Permanently ¥ Backspace

I main* <

If you use Gitpod, you need to download the PDF document to your computer to view it.
Right-click on it and select Download.
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Instructions for Adding Your Logo & Address to AAO-HNSF Patient Handouts

CO-BRANDING AAO-HNSF PATIENT HANDOUTS IS AS EASY AS 1-2-3!

1 Download & Save Patient Handout 2 Upload Your Logo & Address 3 You're Ready to Print!

B Download the patient handout Your image must be saved as a .pdf file! B Save your file.

You will need Adobe Acrobat Reader. For-additional information on how to Make sure to save your file before you close
You can install it for free here: save your logo/address as a .pdf file, = the document to ensure your logo and/
get.adobe.com/reader please see the instructions below. or address will be there the next time you
open up the document,
W Save it to your computer You will not be able to upload your personal
Remember where you save It; you will fnformuﬁo-fi l.lo the paﬁer_?t handout if the file - Youam i rely o]
need to access it in the following steps. is not saved fn the .pdf format.

Example of a co-branded Patient Handout:
MW Open the saved patient handout document

M Click in the white space at the bottom of ( ; AT,
the page. 1 Questions:
L\ Earwax Prever*ion

| \Within the Select lcon window,
Browse to the pdf file you would
like to Insert and then click, OK.

The logo and/or address file will resize
appropriately for the box

W Type your web address in the blue
rectangle below the white image field.

When viewing a file, the text should be available for selection, copying and pasting.

Now let's try to extract the text from the PDF file and save it to a separate file. We will use
Pdftotext command, part of poppler-utils (https://popper.js.org/docs/v2/utils/).

Extract text from PDF
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ouT r ILE TERMINAL

Get:27 http://archive.ubuntu. com/ubuntu jammy-backports/universe amdé4 Packages [28.1 kB]
Get:25 https://packagecloud.io/github/git-1fs/ubuntu jammy/main amd64 Packages [1,654 B]
Get:19 https://apt.llvm.org/jammy llvm—toolchain-jammy-17 InRelease [6,833 B]
Get:28 https://apt.llvm.org/jammy Llvm—toolchain-jammy-17/main amdé4 Packages [12.4 kBl
Fetched 9,396 kB in 3s (3,677 kB/s)
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
85 packages can be upgraded. Run ‘apt list --upgradable' to see them.
gitpod I (main) $ sudo apt-get install poppler-utils -~fix-missing
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:

libpopplerils
The following NEW packages will be installed:

libpoppler118 poppler-utils
@ upgraded, 2 newly installed, @ to remove and 85 not upgraded.
Need to get 1,258 kB of archives.
After this operation, 4,307 kB of additional disk space will be used.
Do you want to continue? [Y/n] y
Get:1 http hive.ubuntu.com/ubuntu jammy-updates/main amd64 libpopplerll8 amd64 22.62.0-2ubuntud.3
Get:2 http://archive.ubuntu.com/ubuntu jammy-updates/main amd64 poppler-utils amd64 22.62.0-2ubuntu@.3
Fetched 1,258 kB in 1s (1,533 kB/s)
debconf: delaying package configuration, since apt-utils is not installed
Selecting previously unselected package libpopplerll8:amd64.
(Reading database ... 36155 files and directories currently installed.)
Preparing to unpack .../libpopplerl18_22.82.08-2ubuntu®@.3 amd64.deb ...
Unpacking libpopplerll18:amd64 (22.02.0-2ubuntu@.3) ...
Selecting previously unselected package poppler-utils.
Preparing to unpack .../poppler-utils_22.02.@-2ubuntu®.3_amd64.deb ...
Unpacking poppler-utils (22.02,0-2ubuntu@.3) ...
Setting up libpoppler118:amd64 ( p2.8-2ubuntud.3)
Setting up poppler-utils (22.02.0-2ubuntud.3) ...
Processing triggers for man-db (2.10.2-1) ...
Processing triggers for libc-bin (2.35-Bubuntu3.4) ...

1,872 kB]
186 kB]

[
[

First, Let’s install popper-utils:

sudo apt clean
sudo apt autoclean
sudo apt update

sudo apt-get install poppler-utils --fix-missing
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@ Download the patient handout

Upload Your Logo & Address

TERMINAL

xt to be a new column, as a fractior

> OUTLIME

TIMELINE

pdftotext result.pdf result.txt

You can now return to Day 6 and Day 7 to use the commands described there to work with text
extracted from PDF files. For some people, it may be more convenient to skip text extraction
and search directly in the PDF using PDFGrep (https://pdfgrep.org/) utility.

Extract images from PDF

Also PopperUtils include Pdfimages, which allows you to extract images from PDF documents.
Unfortunately, it works far from perfect, but let's give it a try:
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RER

@ OPEN EDITORS

TERMINAL

dfimages -png python book.pdf extracted images

Metadata analyze
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TERMINAL

gitpod i ; 21-day (main) $ sudo apt-get update

sudo apt-get install -y libimage-exiftool-perl

Hit:1 https://download.docker.com/linux/ubuntu jammy InRelease

Hit:2 https://ppa.launchpadcontent.net/git-core/ppa/ubuntu jammy InRelease

Hit:3 https://ppa.launchpadcontent.net/ondrej/apache2/ubuntu jammy InRelease

Hit:4 https://ppa.launchpadcontent.net/ondrej/nginx-mainline/ubuntu jammy InRelease
Hit:5 https://ppa. launchpadcontent.net/ondrej/php/ubuntu jammy InRelease

Hit:6 http://security.ubuntu.com/ubuntu jammy-security InRelease

Hit:7 http://archive.ubuntu.com/ubuntu jammy InRelease

Hit:8 http://archive.ubuntu.com/ubuntu jammy-updates InRelease
Hit:1@ http://archive.ubuntu.com/ubuntu jammy-backports InRelease
Hit:9 https://apt.1llvm.org/jammy llvm-toolchain—jammy-17 InRelease
Hit:11 https://packagecloud.io/github/git-1fs/ubuntu jammy InRelease

Reading package lists... Done
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
libarchive-zip-perl libmime-charset-perl libsombok3 libunicode-linebreak-perl
Suggested packages:
libposix—strptime-perl libencode-hanextra—perl libpod2-base-perl
The following NEW packages will be installed:
libarchive-zip-perl libimage-exiftool-perl libmime-charset-perl libsombok3 libunicode-linebreak-perl
@ upgraded, 5 newly installed, @ to remove and 85 not upgraded.
Need to get 3,964 kB of archives.
After this operation, 23.5 MB of additional disk space will be used.
Get:1 http://archive.ubuntu.com/ubuntu jammy/main amd64 libarchive-zip-perl all 1.68-1 [90.2 kB]

ExifTool (https://exiftool.org/) is a Perl library for reading, editing and deleting metadata.
According to the list on the official website, it supports 209 file formats!

Let’s install:

sudo apt-get update

libimage-exiftool-perl
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ExifTool Version Number
File Name

Directory

File Size

File Modification Date/Time
File Access Date/Time
File Inode Change Date/Time
File Permissions

File Type

File Type Extension
MIME Type

PDF Version

Linearized

Author

Create Date

Modify Date

Language

XMP Toolkit

Producer

Creator Tool

Document ID

Format

Part

Conformance

Creator

Metadata Date

Page Count

gitpod /i

TERMINAL

21-day (main) $ exiftool Day_12/result.pdf
12.40

: result, pdf

: Day_12

: 1112 KiB

1 2023:12:17 13:10:51400:00
: 2023:12:17 17:31:59+00:00
; 2023:;12:17 17:31:59+00:00
I —IwW—r—r—

: PDF

1 pdf

: application/pdf

s

: Yes

1 2016:12:22 11:43:55-05:00

t 2023:12:17 13:10:49+00:00

:en

: XMP toolkit 2.9.1-13, framework 1.6

: pikepdf 8.10.1

: ocrmypdf 15.4.4 / Tesseract OCR-PDF 4.1.1
! uuid:3f4126da-d4fa-11f9-0000-4575653f8ad2
: application/pdf

1 2

‘B

1 2023:12:17 13:10:49.574827+00:00

1
; (main) $ ]

And run :

exiftool result.pd

If you only need certain metadata fields, you can filter them using other Linux utilities such as
Grep:

LE TERMINAL

(main) $ exiftool Day_12/result.pdf | grep ~Producer

pikepdf 8.10.1
(main) $ [

exiftool result.pdf | grep *Produce
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You can also try many other tools to automate work with files (PDF and others formats)
metadata:

Metadetective (https://qithub.com/franckferman/MetaDetective)

ExifLooter (https://github.com/aydinnyunus/exifl ooter)
MetaFinder (https://github.com/Josue87/MetaFinder)

PyMeta (https://github.com/m8sec/pymeta)
Hachoir (https://github.com/vstinner/hachoir)
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Day 13. MS Office files

LibreOffice (https://www.libreoffice.org) is an open source analog of Microsoft Office. Yes, it is
far from perfect and lacks some features, but still it allows you to work very successfully with text
documents, spreadsheets, presentations and databases.

And all this can be done not only with the GUI, but also with the command line.

TERMINAL

11,
rm—perl

d B.1-1

18 _Libraptn 2@

Let’s install:
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https://www.libreoffice.org

TERMINAL

gitpod 0 ¢ (main) % libreoffice —h
Libreoffice 7.3.7.2 308(Buily

Usage: soffice [argument...]
argument — switches, switch parameters and document URIs (filenames).

Using without special arguments:
Opens the start center, if it is used without any arguments.
{file} Tries to open the file (files) in the components
suitable for them.
{file} {macro:///Library.Module,Macrohame}
Opens the file and runs specified macros from
the file.

Getting help and information:
—help | =h | -7 Shows this help and quits.
—helpwriter Opens built-in or online Help on Writer.

—helpecalc Opens or online Help on Calc.

—helpdraw Opens built-in or online Help on Draw.

—helpimpress Opens built-in or online Help on Impress.

—helpbase Opens built-in or online Help Ba:

—helpbasic Opens built-in or online Help Ba: scripting
language.

—helpmath Opens built-in or online Help Math.

—version Shows the version and quits.

—nstemporarydirectory
(Mac0S X sandbox only) Returns path of the temporary
directory for the current user and exits. Overrides
all er arguments.

General arguments
S Activates [Deactivates] the Qu tarter service.
—nolockcheck Disables check for remote instances using one
installation.
—infilter={filter} Force an input filter type if possible. For example:
—infilter="Calc Office Open XML"
—infilter="Text (encoded}:UTF8,LF,,,"

Run the help command to verify that the installation is correct. You will appreciate the huge
number of functions this utility has.

libreoffice -h

mE
Document
lity techniques for headings, lists, image alternate text, tables, and columns. It should be completely a

ight sectien headings in this document. At the ginnin "Sample Document” is a 1 L 1 heading. The main section headings, such as "Hea

The following outline of the sections of this document is an ordered (numbered) 1ist with six items, The fifth item, “Tables," contains a nested unorder

1, Headings
2, Lists

TERMINAL

Now let's convert the docx file to a txt file:
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libreoffice --headless --convert-to txt example.docx

e, Identifier,D 0 sion,Accession No,Reproduction
My Title,2816.1.1,6 / es, criptior o 2John Doe,Gift of So and So «1,0rig
Another title,2016 2 4 1065, The Wh s : AM radio,Eloquently written curatorial des ien,notes for internal use,lehn
The best image ever,2815.4.5,12/1/93,Politics; Memes; 5, .,Mary Maryson,Some other Gift,2815.4,dontknow

TERMIMAL

o Text

convert 1 e. Lir o e,C5v txt — csv (StarCalc)
gitpod /

libreoffice --headless --convert-to csv example.xlsx

Libre Office includes applications for working with a wide variety of file formats. For example:

- swf, gif

- bmp, jpeg, png, tigg
- svg

- zml, html

- epub, b2

- wks, wps, wdb

- vsd

And working with all these formats can most likely be automated using the command line. In
addition, just as Microsoft allows you to automate documents using VBA or JavaScript,
LibreOffice allows you to create automations in LibreOffice Basic (as well as Python).

You can read more about it here:

LibreOffice Basic Programming Guide
(https://wiki.documentfoundation.org/Documentation/BASIC Guide)
LibreOffice Python Design Guide

(https://wiki.documentfoundation.org/Macros/Python_Design_Guide/en)
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If your job involves creating more reporting documentation, it makes sense for you to read the
links above in more detail. With the help of document templates and macros, you can simplify
many tasks considerably. But there are other tools besides LibreOffice for this, such as Pandoc.

Creating .docx files

Pandoc (https://pandoc.org/MANUAL.html) is a universal utility for analyzing, converting and
generating text documents (web pages, ebooks and more).

~f FORMAT, =r FORMAT, ==from=FORMAT, -~read=FORMAT

Specify input format. FORMAT can be:

bibtex (BibTeX bibliography)

biblatex (BibLaTeX bibliography)

bits (BITS XML, alias for jats)

commonma rk (CommonMark Markdovwn)

commonma rk_x (CommonMark Markdown with extensions)
creole (Creole Lo)

cs1json (CSLJSON bibliography)

csv (CSV table)

tsv (TSV table)

docbook (DocBook)

docx (Word docx)

dokuwiki (DokuWiki markup)

endnotexml (EndNote XML bibliography)

epub (EPUB)

fb2 (FictionBook2 e-book)

gfm (GitHub-Flavored Markdown), or the deprecated and less accurate markdown_github; use
ma rkdown_github enly if you need extensions not supported in gfm.
haddock (Haddock markup)

html (HTML)

ipynb (Jupyter notebook)

jats (JATS XML)

jira (Jira/Confluence wiki markup)

json (JSON version of native AST)

latex (LaTeX)

markdown (Pandoc's Markdown)

ma rkdown_mmd (MultiMarkdown)
markdown_phpextra (PHP Markdown Extra)
markdown_strict (original unextended Markdown)
mediawiki (MediaWiki markup)

man (roff man)

muse (Muse)

native (native Haskell)

odt (ODT)

opml (OPML)

org (Emacs Org mode)

ris (RIS bibliography)

rt f (Rich Text Format)

rst (reStrueturedText)

t2t (txtotags)

textile (Textile)

tikiwiki (TikiWiki markup)

twiki (ITWiki markup)

typst (lypst)

vimwiki (Vimwiki)

the path of a custom Lua reader, see Custom readers and writers helow
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It can work with over 40 different file formats!

Let’s install:

gitpod

e following additional pe
Libomark—gfm—extensions!
d packages
groff ghc nodejs php python r

pgraded, 4 newly installed,
t 28.6 MB of
operation space will be used.

do apt install pandoc

Now let's write some text into a docx file:

gitpod L
gitpod ( ) ; ult.d
gitpod /v {

result.docx
Day

echo "Some text" | pandoc -o result.doc
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o9 @ AutoSave @crs () { ik result - Compatibility Mode — Saved to my Mac

Home Insert Draw Design Layout References Mailings Review View O Tell me

s i

Similarly, you can save the result of any command to docx.

Another interesting thing is that Pandoc can directly download files from the internet:

AutoSave @ o+ (o) B e 2} website - Compatibility Mode — Saved to my Mac

sert Draw  Design Layout  References Mailings  Review View () Tellme & Share

Home | Sector0357

* Home

Sectorq35

Welcome®

The ik sactian Aas tompararily dasn dlsablad

Over ferey wbpovar rogalar Week in{SINT, bt alse multiple e | bave
5. Sadly esough {1l didn't have encugh tme spadd al the cheat
1 sk

In/my spare bme, a3 the chest sheetsand fiperials willnot be onine ony bme
here st urdisoeer alreadst Al £ y0u-da have sy bieas o1 wain

e

Frapie b askad rie bow they cruikd shme ppars. i can ahways share my
Diewsietter of Course, and make-sure 13 give credits f yau ds e alse asked me o
s desmations 1 case you wask o by me a Clus Mate. &
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The above shows the simplest examples, but Pandoc also allows you to edit document
formatting and structure, read metadata, add tables to documents, and more. Like LibreOffice, it
is an incredibly versatile tool.

Day 14. JSON, XML, CSV
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Today we'll talk about the three popular file formats, which are used in various REST-APIs (you
can read more about how to make http requests in Day 5) and as formats for
exporting/importing data in various tools.

JSON

"people" : |
"firstName": "Joe",
"lastName": "Jackson"

"male",

"7349282382"

"5678568567"

"number': “456754675"

JSON is format for representing structured data based on JavaScript object syntax.
That is, data in it are described in the form of objects (example on the picture - people),
each of which has a set of certain properties (example on the picture - firstName,
lastName, gender) and each property can have a certain value (example on the picture

- "Joe", "Jackson", "male").

JQ (https://jglang.github.io/ja/) is one of most popular command line JSON processor. It
is installed by default in most Linux distributions.
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TERMINAL

gitpod ks :
jq - commandline JSON processor [version 1.6]

main) $ jq -h

Usage: jq [options] <jg filter> [file...]
jq loptions] --args <jq filter= [strin
jq [options] -—jsonargs <jq filter> [J

jg is a tool for processing JSON inputs, applying the given filter to
its JSON text inputs and producing the filter's results as JSON on
standard output.

The simplest filter is ., which copies jg's input to its output
unmodified (except for formatting, but note that IEEE754 is used

for number representation internally, with all that that implies).

For more advanced filters see the jq(1) manpage ("man jq")
and/or https://stedolan.github.io/jq

Example:

$ echo '{"foo": 0}' | ig .

{
i

“foo": @

Some of the options include:
-C compact instead of pretty-printed output;
-n "null’ as the single input value;
-8 set the exit status code based on the output;
=5 read (slurp) all inputs into an array; apply filter to it;
-r output raw strings, not JSON texts;
-R read raw strings, not JSON texts;
-C colorize JSON;
-M monochrome (don't colorize JSON);
] sort keys of objects on output;
use tabs for indentation;
set variable %$a to value <v>;

Let's try to extract the firstName value of the first people object (key):

EXPLORER . {} json_test.jso

@ + OPEN EDITORS

v LINUX«FOR-OSINT-21-DAY
Day_1

"7349282382"

TERMINAL

(main} § cd Day
¥/ 3 (main) § § peoplef@]. firstName' json_test.

13 (main) $
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cd Day 14

EXPLORER

@ -~ OPEN EDITORS

T-21-day/Day_2 «

TERMINAL

) § cd Day_13

[1.firstName

: (main) $

q '.people[].firstName' json test.json

Similarly, you can access any values of any properties for all keys.

JSONPath Online Evaluator - jsonpath.com

JS0OMNPath

$.people[1].age|

Output paths Expa

JNPath expressions

Evaluation Results
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We used a JSON file with a very simple structure as an example, but in the course of your
investigation you may well have to deal with files whose structure will include dozens of different
levels. Special online services such as JSONPath Online Evaluator (https://jsonpath.com).

XML

S xmi_sample.xml U >
Day 14 nl_sample.xml
1
! id="1in-page-channel-node-id" data-channel-n: 'in_page_channel_L 8gdhe" />

_E>Empire Burlesque</TITLE>
T>Bob Dylan</ARTIST
UNTRY>USA</COUNTRY
ANY>Columbia</

R>1985</YE/
</CD>
<CD>
<TITLE>Hide your heart</TITLE>
T>Bonnie Tyler</AR
">UK</Cl TRY
IPANY>=CBS Records</(
“E>9,90</PRICE>
<YEAR>1988</YEAR>

T=Dolly Parton<//
'>USA</COUN
ANY>RCA</COMPANY>

XML (eXtensible Markup Language) is a markup language similar to HTML, but without
predefined tags to use (the user can define their own tags).

XMLStarlet  (https://xmistar.sourceforge.net/doc/UG/xmistarlet-ug.html) is a simple
cross-platform utility for extracting data from XML files.

Let’s install:
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OUTPUT F S ( INSOLE TERMINAL

gitpod /worlk ( lay (main) $ sudo apt-get install xmlstarlet
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following NEW packages will be installed:
xmlstarlet
® upgraded, 1 newly installed, @ to remove and @ not upgraded.
Need to get 265 kB of archives.
After this operation, 631 kB of additional disk space will be used.
Get:1 http://archive.ubuntu.com/ubuntu jammy/universe amd64 xmlstarlet amd64 1.6.1-2.1 [265 kB]
Fetched 265 kB in @s (3,216 kB/s)
debconf: delaying package configuration, since apt-utils is not installed
Selecting previously unselected package xmlstarlet.
(Reading database ... 35595 files and directories currently installed.)
Preparing to unpack .../xmlstarlet 1.6.1-2.1 amd64.deb ...
Unpacking xmlstarlet (1.6.1-2.1) ...
Setting up xmlstarlet (1.6.1-2.1) ...
Processing triggers for man—db (2 2=1) ws
gitpod /worl i 0 21-day (main) $ I

sudo apt-get install xmlstarlet

Now let's display the contents of all <title> tags:
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EXPLORER

OPEM EDITORS
ple
v LINUX-FOR-OSINT-21-DAY

ay_1

im Lars
>EU</ COUNT
My=>Medley</

~7 oA~

Greatest Hits
till got the bl
Eros
night only
3

DUTLINE
' TIMELINE

ml _sample.xm

mlistarlet sel
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JICOUNTRY| Elements found: 26

<CATALOG>
<div id="in-page-channel-node-id” data-channel-name="in page channel Ligdhe"/> 1. UsA
<Cp> 2. UK
<TITLE>Empire Burlesgque Sy A
</TITLE> 4. K
<ARTIST>Bob Dylan 5. EU
</RRTIST> 8. UK
<COUNTRY>USA 7. Uk
< /COUNTRY> 8. UK
<COMPAN 9. EU
10. USA
1. BO
12. Usa
<YEAR>1985 13. UK
</YEAR> 14. USA
</ e 15. UK

<0n> 16. Norway
<TITLE>Hide your heart e
</TIT 18. UK
S s . SUREP 10 mr

In order to find the path to specific data in an XML document you can use special online
services such as XPather (http://xpather.com).

CSV

If you happened to miss Day 6 and Day 7, | suggest you get back to it. Knowledge of Grep, Sed
and Awk is enough to work efficiently with CSV files. Some users prefer to replace grep with

CSVGrep (https://csvkit.readthedocs.io/en/1.0.2/scripts/csvgrep.html). It's a little more
convenient for searching specific columns.

Let’s install CSVKit (https://csvkit.readthedocs.io/en/1.0.2/index.html):

TERMINAL

(main} § sudo apt -y install csvkit

of archi
55.4 MB of additional
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sudo apt-get -y install csvki

Now let's try to display all rows that contain a certain word in column 2:

OUTLINE

TIMELINE

CSVKit also includes many other useful utilities.

In2csv (https://csvkit.readthedocs.io/en/latest/scripts/in2csv.html) - convert any files to CSV.
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EXPLORER

OPEN EDITORS

rstName, LastName, gender, age, number

Joe, Jackson,male,28,73492823582

Ja Smith,male,32,5678568567
ones, female, 24,456754675

TERMINAL

—k people json_t son > test_json_to

Csvcut (https://csvkit.readthedocs.io/en/latest/scripts/csvcut.html) is a tool for filter and truncate
CSV files.

gitpod
gitpod

gitpod

domain,port

"codingtutor.dev,www.pferdepension-wolfsgrube.de,www.elite-generalbau.de,addavear.com,daus.online,dominik-peter
“codingtutor.dev,www.pferdepension—wolfsgrube.de,www.elite—-generalbau.de,addavear.com,daus.online, dominik-peter
"akp-communications.com,www.alaindelgado.fr,medizinisches-versorgungszentrum.care,stefanhorak.de,wolfs-cave.de,
"akp-communications.com,www.alaindelgado. fr,medizinisches-versorgungszentrum,.care,stefanhorak.de,wolfs-cave.de,
"pactech.mx,product-compliance.net,anima-club.com, holzbau-fischer.com,chip-metropole.de,xn—historische—percke—
"ebonyrouse.livesex-secrets.com,arinellla.whackcams.com,nicoleheard.livesex-secrets.com,annajensen. livesex-secr
“www.northernberkshireropes.com, northernberkshireropes.com,mailleman.com, thebearlovers.com,mail.dumud.net, dumud
"www.northernberkshireropes. com,northernberkshireropes. com,mailleman.com, thebearlovers.com,mail. dumud.net, dumud
"www.northernberkshireropes.com,northernberkshireropes.com,mailleman.com,thebearlovers.com,mail.dumud.net,dumud
"wewi.northernberkshireropes.com,northernberkshireropes.com, mailleman.com, thebearlovers.com,mail.dumud.net, dumud
“www.northernberkshireropes.com,northernberkshireropes.com,mailleman.com,thebearlovers.com,mail.dumud.net, dumud

"www.northernberkshireropes.com,northernberkshirerop -om, mailleman.com,thebearlovers.com,mail. dumud.net, dumud
"www.northernberkshireropes.com,northernberkshireropes,com,mailleman.com, thebearlovers.com,mail,dumud.net, dumud
“www.northernberkshireropes.com,norti earlovers.com,mail.dumud.net, dumud
"www.northernberkshireropes.com,northernberkshireropes.com,mailleman.com, thebearlovers.com,mail.dumud.net, dumud
"mateuspaduaweb. com.br,www,mateuspaduaweb.com.br",80

TERMINAL

(main) $ cd Day_14
(main) $ csvcut —c domain,port example.csv > cut_csv.csv
{main) 5 []
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csvcut -c domain,port example.csv > cut _csv.csv|

It is also worth paying attention to:

Csvjoin (https://csvkit.readthedocs.io/en/latest/scripts/csvjoin.html)

Csvsort (https://csvkit.readthedocs.io/en/latest/scripts/csvsort.html)

Csvstat (https://csvkit.readthedocs.io/en/latest/scripts/csvstat.html).

When working with data in XML or JSON format, | recommend that you consider converting it to
CSV. In many cases, this format is more convenient to understand and work in the command

line (as mentioned above, you can easily do it with in2csv).
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Day 15. Scraping

Scraping is the process of automatically extracting different data from web pages. If you are
good at using curl, grep, sed and awk mentioned in the previous days, you can already
successfully scrape web pages on Linux. But it's worth exploring a few more tools to be more
effective.

Katana

First of all, let's learn how to make a list of URLs of all pages of the site (or rather, all pages that
are linked from other pages of the site, starting with the main page).

This is very easy if you have the wonderful Katana (https://agithub.com/projectdiscovery/katana)
tool from Project Discovery (https://github.com/projectdiscovery).

EXPLORER

@ ~ OPEN EDITORS

LINUX-FOR-OSINT-21-DAY

TERMINAL

]
ing gi
github.c

Let’s install:

go install github.com/projectdiscovery/katana/cmd/katana@latest
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AIMAL

% katana —u sector®3s.nl

README.md

OUTLINE
* TIMELINE

And run:

katana -u sector035.nl

= results.txt
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If you want to collect links from a whole list of domains, use the -list flag. And let's save the
result this time, to a text file, so that we can use it when we run the next command:

katana -list domains.txt>results.txt

NUCLEI

Nuclei (https://github.com/projectdiscovery/nuclei) is another great tool from Project Discovery. It
is primarily designed to scan sites for vulnerabilities, but it also does an excellent job of
collecting various investigative data from web pages.

Let’s install:

gitpod { 15
gitpod - 15 ( o install -v github.com/projectdis W J cmd/nucleiglatest

interactsh v1.1.8

hema v@.8.0-2082110222142083-8b

083610-93a49832a739+incompatible

5
ttp—go v1.0.38

install -v github.com/projectdiscovery/nuclei/v3/cmd/nuclei@latest

Clone repo “Juicy info Nuclei templates” (we'll talk more about the git command on day 19):
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gitpod f (main) $ git clone https://github.com/cipher387/juicyinfo-nuclei~templates
Cloning into 'juicyinfo-nuclei-templates

remote: Enumerating ob s: 173, done.

remote: Counting objects: 18@% (73/73), done.

remote: Compressing objects: 180% (71/71), done.

remote: Total 173 (delta 41), reused @ (delta @), pack-reused 180

Receiving objects: 10@% (173/173), 14.55 MiB | 20.96 MiB/s, done.

Resolving deltas: 10@% (85/85), done.

gitpod Day_15 (main) % fi

git clone https://github.com/cipher387/juicyinfo-nuclei-templates

Now, let's scan through all the links we've collected using Katana and extract links that contain
the word Github in them from the pages (we'll use the github.yaml template to do this):

tol-tamplates

cttacted_github_links txt

spport .

TIMELINE

nuclei -t juicyinfo-nuclei-templates/juicy info/github.yaml -l results.txt
>extracted github links.txt

Similarly, you can collect links to other social networks, phone numbers, IP addresses, emails,
cryptocurrency wallet addresses, etc. (template names are intuitive).

Nuclei also allows you to extract information from html tags. Let's collect the titles (<title> tag) of
the same pages:
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| = [92nextract-titles
-FOR-0SMIT-21-DAY 1

ongtorm

tract-titles= [8n] |=[93ahttp=[On]
<title>0SINT Jobs -

= [om]
ber-cnn-internationsl
[ = [92next ract—titles~ [an] 3dni
SINT Jab i
[92next ract=titles = [on] ttp= [on]
ctive-intelligen —analyst—graduat
9anhttp= [an]

un
itles= [an] [=
e [Ba]

on] [~

1tLe=0SINT Jab
titles= [Bn]

I = [92nextr = [@n] int-j

titLexDSINT I

asia [~ [96n<

[8n] hte

[an] htt

T juicy

OUTLINE

TIMELINE

>extracted titles.txt
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What if you want to scrape some other tag instead of the <title> tag?

Day_15 » juicyinfo-nuclei-templates > juicy_info » ! titleyaml > [ id
1 id: extract-titles

Titles extractor
ithor: cipher387

Tk info
ription: Extract titles from web page body
: osint, juicy-info,scraping

- 'stitle>.*</title>*"'

Open the title.yaml file and simply replace the title with some other title. If you wish, save the
template under a different name and run Nuclei in the above way.

And, of course, you can use whatever regular expressions you can think of for your tasks in the
templates.

You could do the same thing with the curl and grep command combinations we talked about on
Days 5 and 6, but Nuclei is much faster and easier to set up.

HTML2TEXT

Html2text (https://alir3z4.qgithub.io/html2text/) is a very simple Python script that cleans up the
text of web pages from html tags and makes it easy to read and automated information retrieval.
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TERMINAL

gitpod /v y (main} $ apt-get install html2text
E: Could not open lock fllP fvar/llb/dpkglloLk frontend - open (13: Permission denied)
E: Unable to acquire the dpkg frontend lock (/var/lib/dpkg/lock-frontend), are you root?
gitpod (main} $ sudo apt—get install html2text
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following NEW packages will be installed:
html2text
@ upgraded, 1 newly installed, @ to remove and @ not upgraded.
Need to get 84.2 kB of archives.
After this operation, 279 kB of additional disk space will be used.
Get:1 http://archive.ubuntu.com/ubuntu jammy/universe amd64 html2text amd64 1.3.2a-28 [84.2 kB]
Fetched 84.2 kB in @s (1,037 kB/s)
debconf: delaying package configuration, since apt-utils is not installed
Selecting previously unselected package himl2text.
(Reading database ... 35768 files and directories currently installed.}
Preparing to unpack .../html2text 1.3.2a-28_amd64.deb ...
Unpacking html2text (1.3.2a-28) ...
Setting up html2text (1.3.2a-28) ...
Processing trlggers for man—db (2 .
gitpod (main) $ |}

Let’s install:

sudo apt-get install html2text

Let's try to extract the text from the html file contained in the Day 15 folder:
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TERMINAL

(main) $ html2text example.html

[./example_files/logo3.png]_Filesamples
Categories
Video Audio Document Image Font Ebook Code

[q |

skikk Sample DOCX Files Download sekickiok

DOCX Microsoft Word Open XML Format Document File
A popular word processing file format created as a replacement for DOC files in
Microsoft Word 2007 and above by Microsoft. It uses the Open XML mark-up
language.

Below you will find a selection of sample .docx document files for you to
download. On the right there are some details about the file such as its size
so you can best decide which one will fit your needs.

sample4.docx
DOCX / 13.51 MB

Download
sample3.docx
DOCX / 33.57 KB

html2text example.html

Other tools

Scraping is a huge topic with many different nuances that requires a book of its own. Today we
just learned how to extract information from html code.
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But sometimes collecting data from websites requires automating the opening of the browser
and simulating different user actions (because the necessary data is loaded only after executing
JavaScript code). In this case, you need to use tools that run browsers (for example, Firefox or
Chromium) in the command line.

It should also be said that Linux and Bash are not always the right tools for scraping. For many
OSINT-related tasks, any of the many scraping browser plugins that support exporting data in
CSV format (pay special attention to Al scraping), which, as you know, is very convenient to
work with in Linux, may be sufficient. Few examples:

Webscraper.io (https://webscraper.io)

DataMiner (https://dataminer.io)

Instant Data Scraper
(https://chromewebstore.google.com/detail/instant-data-scraper/ofaokhiedipichpaobibbnahnkdoii
ah)

and many many others.

117


https://webscraper.io
https://dataminer.io
https://chromewebstore.google.com/detail/instant-data-scraper/ofaokhiedipichpaobibbnahnkdoiiah
https://chromewebstore.google.com/detail/instant-data-scraper/ofaokhiedipichpaobibbnahnkdoiiah

Day 16. Web search automation tools

Searching for information on Google or another search engine can take up most of an OSINT
professional's time. Therefore, even if you forget about all the other chapters in this book and
automate only this process, this would already be enough to reduce lost work time through
automation.

There are many tools for automating your work with different search engines, but they are all
pretty similar to each other. Today, | will show you examples of two types of tools - one that
automates a traditional search engine (searches web pages) and one that automates an IP
search engine (searches through all the devices connected to the internet).

DuckDuckGo search automation

TERMINAL @ bash - Day 17

ay (main) § cd Day_17
Da (main) $ pip install ddgr

7 (main) % ddgr -h
[{auto,alw k1 C] [—colors | SPAN] [=w SITE] [-x] [-p URI] [--unsafe]
son) [—ab] [—npl [—rev] [—ur show Logs ]
[KEYWORD

DuckDuckGo from the terminal.

positional arguments:
KEYWORD search keywords

actual number of results fetched per page
/ pa

tdout is a tty device; using —colorize without

p
e SPAN e 1 day), w ¥ Yo ¥ (1 year)]
» SITE g
S| omp i arch sults
h an HTTPS proxy: URI fermat: [httpls [user: pwd@] host [:port]

xy URI tunnel t

gui-browser
rompt

DuckDuckGo search (https://github.com/jarun/ddgr) is a command-line utility written in Python
that allows you to automate DuckDuckGo searches.

Lets’ install from PyPi package manager:
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a
1. OSINT Framework [osintfram com]
OSINT fr ork focused on gathering information from free tools or ources. The intention is to help people find free 0S5
2. What is OSINT (Open-Source Intelligence?) | SANS Institute [www
Open Source Intelligence (DSINT) is the collection, analysis, and dissemination of information that is publicly available a

3. 15 top open-source intelligence tools | Online [www.csoonline.com]
Learn what OSINT is and how to use it for cyb urity. Find out the best tools for discovering, collating and analyzing p

4, Open-source intelligence - Wikipedia [en.wikipedia.orgl
Open-source intelligence (OSINT) is the collection and analysis of data gathered from open sources (covert sources and publ

5. How to Get Into OSINT | SANS Institute [www.sans.orgl
Rae Baker is a Senior OSINT Analyst who special 5 in maritime intelligence, human intelligence, corporate reconnaissance,

What is Open Source Intelli {OSINT)? - SentinelD
different OSINT (Open-Source Intellig ) tools L e fo rity Some of the m popular and eff
urces for Open Source Intelligence

8. e va [www.imperva.com]
Learn what OSINT is, how it i rs, and what tools are available for 0SINT gathering and

{main) $ ddagr int=search_osint.t

Now let's try searching for the word "osint" in DuckDuckGo and write the results to a text file:

ddgr osint>search_osint.txt

If you want to extract only references from the results file (for example, for automatic scraping),
you can use a combination of Cat and Grep commands:
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5. How to Get Into OSINT | SANS Institute [ww rgl
Learn how to find OSINT resources and communit practice techniques, and find a job in OSINT. This blog post shares various metho

6. What is Open Source Intelligence (DSINT}? - SentinelOne [www.sentinelone.com]
OSINT stands for open source intelligence, which refers to legally gathered information about an individual or organization from fre

7. Open Source Intelligence Training | SANS Institute [www.sans.org]
Learn how to collect and analyze publicly available information from various sources to support investigations, security, and decisi

B. Open-Source Intelligence (OSINT) | Techniques & Tools | Imperva [www.imperva.com]
Learn what OSINT is, how it works, and how it can be used by security teams, attackers, and public opinion seekers. Explore the hist

9. OSINT: What is open source intelliger and how is it used? [portswigger.net]
OSINT is intelligence drawn from publicly available material, such as the internet, mass media, and social media. It can be used for

18. What is Open-Source Intelligence | OpenText |www.opentext.com]
OSINT is the insight gained from processing and analyzing public data sources such as TV, radio, social media, and websites. Learn h

ddgr (7 for help}:

TERMINAL

16 (main) § cat search_osint.txt | grep —o "\[.#%]'

cat search_osint.txt

Yes, is not very good that this tool does not collect full URLs but only site names. But the reader
will be motivated to try other tools for collecting search results, which I'll talk about below.

Also a good option is to export the JSON results immediately by running the Ddgr command
with the --json flag.

Remember that you can use not only words and phrases in your queries, but also advanced
search operators. For example:

filetype:xlsx
site:facebook.com
intitle:osint
inurl:osint

If you need to gather search results for a larger list of queries, use proxy servers to avoid having
your IP address blocked with --proxy flag. These can be found in numerous lists of free proxy
servers. For example, https://github.com/TheSpeedX/PROXY-List.
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To collect the maximum amount of data, | recommend that you collect results not only from
DuckDuckGo, but also from other search engines using the tools like:

PyDork (https://github.com/blacknon/pydork) - search in Google, Bing, DuckDuckGo, Baidu and
Yahoo Japan.

Fast Google Dorks Scan (https://github.com/IvanGlinkin/Fast-Google-Dorks-Scan)

OxDork (https://github.com/rlyOnheart/oxdork) - search in Google.

and many others.

Tools for automating the collection of search results for different search engines are
plentiful. You can find a list of them in the Dorks collection list repository
(https://qithub.com/cipher387/Dorks-collections-list).

In addition, these tools are quite simply and you can easily make your own using APls,
a list of which can be found at “Search engines API” section of API for OSINT repository

(https://qgithub.com/cipher387/API-s-for-OSINT).

IP search engines

It is worth talking separately about automating the collection of IP search engines (Shodan,
Censys, Fofa, Netlas) search results. This is a bit more complex process, as search results
contain much more information than Google or DuckDuckGo search results.

IP search engines differ from “normal” search engines in that they do not index web pages to
which they can find links, but all IP addresses connected to the Internet. That is, not only
websites, but all other servers and devices.

As usual, I'll use Netlas for an example.
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TERMINAL # bash - [

kages (from reg

que

(from reque

netlas
1 orjson-3.9.8 tgdm—4.66.1

First, let's install the Netlas Python package (https://readthedocs.org/projects/netlas-python/):

pip install netlas

TERMINAL

I {main) $ netlas -h
Usage: netlas [OPTIONS] COMMAND [ARGS]...

Options:
-h, —help Show this message and exit.

Commands :
count Calculate count of query results.
download Download data.
host Host (ip or domain) information.
indices Get available data indices.
profile Get user profile data.
savekey Save API key to the local system.
search (query) Search query.
stat Get statistics for query.

gitpod /wo (—for (main) $ |}
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Before sending first request, register on Netlas and copy the API key from your personal
account (50 request/day FREE):

netlas savekey YOUR API KE

{"referer": ["https://217.160.158.203:443/"], "last_updated": “2023-18-22T11:35:21.804Z", "jarm"
"15d3fd16d29d29d00042d43d000000ed1lcf37c9a169b41886e27baBfadeabe", "isp": "1&1 Internet AG", "ip": "217.160.158,.283",
“certificate™: {“issuer_dn": "CN=R3, O=Let's Encrypt, C=US", "fingerprint_md5": "“bclb541b@12aee5b162be25de9b5cags"
"chain": S _dn": "CN=ISRG Root X1, O=Internet Security Research Group, C=US", “fingerprint_md5":

13c179e837a36", “redact : false, "signature": {"valid": false, "signature_algorithm": {"“name"

"1.2,840.113549,1.1.11"}, “self_signed": false, “"wvalue": "hcpORz6j94VEhbzVZ3iymGOtdUbeljazZXIULYGgEsPt
+CC/XBy3cAC3biv2XpTe5CCfpu+lsgPnorUWPIHOt085Aud8] Y pHSmMVUP@bB2 fDO1CvuVMASYIwnST jBmC+ir81xkUoIt8i4I3sELO]5CFC
+g9kEMwpHIXgJgifDKs ibucScemTIwL55wE+0bUOMXpKTLyveL EOHoHUQp21kg7W051 fgSIpSTVEAdZOTBCiKUEAIDLEEYH37g4TY 3t VagxvTC/h24rKvBhThsFw/
UY1/BerMOLuGrwl rw7M7nuS97M/0SvhAuUGPEBV(zb2a0E2F2q0mdH,/ pUCHNLFABGMSNT L1bvKeds iTAUmpS2wXzgwC 2b2B+5+3aNQGZb0CPXdT
+I55A60KMQd1KkPYVZdy=xCk098RdTs iuRoQwl/KFXx1hebvnXnCLB+GGkBO5 j9xhcSUqra/
tIVBSaIlu530XWtePafdCHbIQhMa6CaTuSqBiIFz3hTOU4Dva9KT 2WgRT r1ds9IKd+WdPi+Fj5W7hIzT5cTxYp/h5VIG/IEBCNGnyTkBev/ayiCUdGP/DpsLT/
KEloMtZnXh5po5049Z2LLwvSUkOmbzIXZU@yqdB84U4Vdf 1ImKeqd3eSVtc21VhICzcROxiU4RFBL TM4AVR | +6U LKk1ETK15yOWBBzqgKudREI= "subject":
{"country”: ["US"], "organization": ["Let's Encrypt"], "common_name": ["R3"1}, “serial_number":
"'192961496339968674994309121183282847578", "version": 3, "issuer": {"country": ["US"], "organization": [“Internet Security
Research Group"l, "common_name": ["ISRG Root X1"1}, "fingerprint_sha256"
"67add1166b020ae61bBf5Tc96813c@4c2aa589960796865572a3c7e737613dfd", "ths_noct_fingerprint":
"444ebd67bb8378807b3921e938ac9178b882bd50aadb112317044cf5f@8dTTce”, tensions": {"subj

NI ATk ITThIECEE rhnaEARARARAST FafOAORIArT & Hepl dictribhntian nndinkr Ihttns FieT ~ Tanee aend Wenrkificrata nanliciaciis

OUTPUT PORTS 3 CO TERMINAL

gitpod L (main} $ netlas download "http.body:*osint#">netlas_results.
gitpod r x~for (main) $ H

Let's try to find servers that have the word "osint" in the body tag of their http response html
code:

netlas download "http.body:*osint*">netlas results.txt

Note that in the query, we use the filter for advanced search "http.body" to search only the text
of web pages. But Netlas has dozens of other advanced search operators. For example:

http.title:
http.meta:
uri:

domain:
port:
geo.city:

ip:
geo.country:
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You can extract the any data from the results file using the JQ utility, which is described in detail
in Day 14:

jq .data.http.title netlas results.txt >netlas results extracted.txt

‘Elast
"Elastic"
"Aula virtual de la Sociedad Espafiola de Fisica Médica"

"Indice"

"Infoling"
"*Infoling"
"Infoling"

TERMIMNAL

gitpod kspa (main) $ jq .data.http.title netlas_results.txt =netlas_results_extracted.txt
gitpo y (main) $ []

To learn more about how to automate dozens of different OSINT and pentest tasks with Netlas
Python library, check out Netlas CookBook (https://github.com/netlas-io/netlas-cookbook).

Day 17. File sharing sites, torrents, FTP
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Today we'll return to the topic we started talking about in Day 5. It's downloading content (for
later automatic analysis). This time we will talk about slightly more complex things, but in a more
superficial way: FTP servers, torrents, file sharing and social media.

Today we're not going to run examples of commands, we're just going to talk about different
tools that are worth knowing about.

® @ FileZilla

i EFITE Ot v FTQ 8

Host: Usernama: ] Password: Port: [ Quickconnect IR
Local site: [Users/admin/

»

» Volumes
bin
» dev
» eto
Filzname A Filesize ' Filetype Laat modified Filename A Fllegize Filetype Last modified Permissions  OwnerjGroup

Trash Directory 12/27/23 01:04118

config Directory 07/03/23 22:21:39 Nat connectad to any server
hyper_plugins Directory 04/06/22 23:02:....

putty Directory 07/03/2322:22:..

.55h Directory 04/06/22 23:14:...

yandex Directory 092922 13:39....

.zsh_sessions Directary 07/30/2317:04:45

Applications Directory 07/322 01:00:01

Desktop Directory 12/27/23 17:36:04

Documents Directory 11/26/23 23:65:52

7 files and 17 directories. Total size: 354118808 bytes Not connected.

On the fifth day, we already talked about the curl utility, which supports uploading files through
different protocols, including the FTP protocol.

But still, the FTP utility
(https://www.gnu.org/software/inetutils/manual/html_node/ftp-invocation.html) is a bit more
convenient for this task.

If you just need to transfer files, you will probably be more comfortable using a GUI FTP client
such as FileZilla (https://wiki.filezilla-project.ora/Main_Page) rather than the command line.

But FileZilla (like many other FTP clients) allows you to automate various actions using the
command line (https://wiki.filezilla-project.ora/Command-line_arguments (Client)).
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Torrents

It is illegal to use leaked data files, but many OSINT professionals use them anyway to gather
more information. Often the leaked data is stored as huge files on torrents.

For example, | had to deal with one major social network leak that weighed hundreds of
gigabytes. Unpacking the archives and extracting the necessary data from it using the JQ utility
took more than two days! But thanks to the screen (Day 9) | only had to spend about an hour
writing commands and check screen sessions a few times to see if everything's going well.

Seedbox is a high-bandwidth remote server used to upload and download digital files from a
peer-to-peer (P2P) network (tech slang).

Here are some examples of popular services for monthly seedbox rentals:
RapidSeedbox (https://www.rapidseedbox.com)

CloudBoxes (https://cloudboxes.io)
DediSeedBox (https://dediseedbox.com/)

Seedboxes is a very handy thing, but you can run command line torrent clients on your VPS as
well if you want:

Aria (https://aria2.qgithub.io)
Transmission-cli (https://cli-ck.io/transmission-cli-user-quide/)

WebTorrent-cli (https://github.com/webtorrent/webtorrent-cli)
Stig (https://github.com/rndustr/stig)

File sharing services

When using files that are uploaded to various file sharing sites in investigations, you should also
keep in mind that their downloading can be automated. Here are some examples of command
line utilities for different services that will help you do this:

Google Drive (https://github.com/glotlabs/gdrive)

DropBox (https://github.com/dropbox/dbxcli)
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Mega.nz (https://github.com/meganz/MEGAcmd)

OneDrive (https://github.com/skilion/onedrive)

But be very careful when using them and never use accounts where you have important
information stored for authorization. After all, these are unofficial utilities and accounts can
be blocked for using them.

Social media

When you work with a lot of content that is published on some popular social network, check to
see if someone else has made a utility to automate its uploading. For example:

YouTube-dI (https://voutube-dl.org)

SlideShare (https://qgithub.com/mohan3d/slideshare-go)

Spotify (https://github.com/spotDL/spotify-downloader)

You Get (https://github.com/soimort/you-get)

And I'll say it again. We are talking about unofficial clients, the use of which can lead to blocked
accounts. Be very careful.

Day 18. Domain investigation

Perhaps when you first saw this book, you thought of it as being mostly about automating the
network information gathering. But this book has the goal of teaching OSINT technicians
minimal Linux skills.

Therefore, | will cover only the most basic techniques.
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Whois

Whois is a simple utility that displays basic information about a domain: whether it is registered
or not, date of registration, end date of the paid holding period, contact details of the owner, etc.

TERMINAL

/ (main) $ sudo apt-get install whois

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following NEW packages will be installed:
whois
@ upgraded, 1 newly installed, @ to remove and @ not upgraded.
Need to get 53.4 kB of archives.
After this operation, 279 kB of additional disk space will be used.
Get:1 http://archive.ubuntu.com/ubuntu jammy/main amd64 whois amd64 5.5.13 [53.4 kB]
Fetched 53.4 kB in @s (149 kB/s)
debconf: delaying package configuration, since apt-utils is not installed
Selecting previously unselected package whois.
(Reading database ... 35595 files and directories currently installed.)
Preparing to unpack .../whois_5.5.13 amd64.deb ...
Unpacking whois (5.5.13) ...

(2.10.2-1) ...
; (main) $ |}

Let’s install:

sudo apt-get install whois
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TERMINAL

gitpod /work r (main) $ whois github.com
Domain Name: GITHUB.COM
Registry Domain ID: 1264983250 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.markmonitor.com
Registrar URL: http://www.markmonitor.com
Updated Date: 2022-09-07T09:10:44Z
Creation Date: 2007-10-09T18:20:50Z
Registry Expiry Date: 2024-10-09T18:20:50Z
Registrar: MarkMonitor Inc.
Registrar IANA ID: 292
Registrar Abuse Contact Email: abusecomplaints@markmonitor.com
Registrar Abuse Contact Phone: +1.2086851750
Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Name Server: DNS1.P@8.NSONE.NET
Name Server: DNS2.P@8.NSONE.NET
Name Server: DNS3.P88.NSONE.NET
Name Server: DNS4.P@8.NSONE.NET
Name Server: NS-1283.AWSDNS-32.0RG
Name Server: NS-1707.AWSDNS-21.C0.UK
Name Server: NS—421.AWSDNS-52.COM
Name Server: NS-520.AWSDNS-01.NET
DNSSEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/
>>> Last update of whois database: 2023-12-16T19:51:05Z <<<

For more information on Whois status codes, please visit https://icann.org/epp

NOTICE: The expiration date displayed in this record is the date the
registrar's sponsorship of the domain name registration in the registry is
currently set to expire. This date does not necessarily reflect the expiration
date of the domain name registrant's agreement with the sponsoring

registrar. Users may consult the sponsoring registrar's Whois database to
view the registrar's reported date of expiration for this registration.

TERMS OF USE: You are not authorized to access or query our Whois

And let's gather information about the GitHub.com domain:

whois github.com
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EQLIG CONSOLE TERMINAL
rer (emd + click)

(main)} $ whois sector®35.nl | grep 'Creation'

y (main) $ [

If you only need certain information from whois, you can extract the necessary strings with grep
(remember Day 6):

whois sector035.nl | grep 'Creation’

DNS

Dnsutils Debian package (https://packages.debian.org/en/buster/dnsutils) includes three
commands:

dig - query the DNS (Domain Name System) info;
nslookup - the older way to do it;
nsupdate - perform dynamic updates (See RFC2136).

For the purposes of this course, we will consider only the first.
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TERMINAL

gitpod /we - for [NT- (main) % sudo apt-get install dnsutils
Reading pac one

binds—dnsutils bind9-host bind9-1ibs 1iblmdb@ libuvl
The following NEW p ges will he installed:

Need to get 1 594 kB nf archlvﬁ .
After this operation, 9,892 kB of additional disk space will be used.
Do you want to continue? [Y/n] y
Get:1 http://archive.ubuntu.com/ubuntu jammy/main amd64 1iblmdb® amd64 @.9.24-1build2 [47.6 kB]
Get:2 http://archive.ubuntu.com/ubuntu jammy/main amd64 Llibuvl amd64 1.43.0-1 [93.1 kBI
Get:3 http://archive.ubuntu.com/ubuntu jammy-updates/main amd64 bind9-1ibs amd64 1:9.18.12-@ubuntu@.22.04.3 [1,248 kBI
Get:4 http://archive.ubuntu. fubuntu jammy-updat nain amdé4 bind9-host amd64 1:9.18.12-8ubuntu@.22.84.3 [52.3 kB]
Get:5 http://archive, | ! jammy-updates/main amd64 bind9-dnsutils amd64 1:9.18.12-8ubuntu®.22.04.3 [157 kB]
Get:6 http://archive. uhunfu.comfubuntu jammy-updates/universe amd64 dnsutils all 1:9.18.12-8ubuntu®.22.84.3 [3,924 B]
Fetched 1,594 kB in @s (1
debconf: deldylng package configuration, since apt-utils is not installed
Selecting previously unselected package liblmdb@:amd64.
(Reading database ... 35604 files and directories currently installed.)
Preparing to unpack .../@-liblmdb®_@.9.24-1build2_amd64.deb ...
Unpacking 1iblmdb®:amd64 (@.9.24- 1hu1Ld’} ey
electing previously unselected pi e libuvl:amd64.

Preparing to unpack .. -1ibuvl_1.43.0-1_amd64.deb ...
Unpacking libuvi:amd64 (1.43.0-1) ...
Celﬁcrlnn previously unselected package bind9-1ibs:amd64.

to unpack .../2-bind9-1libs_1%3a9.18.12-@ubuntu®.22.04.3 amd64.deb

bind9-1ibs:amd64 (1:9.18.12-0ubuntud.22.04.3)
Selecting previously unselected package bind9-host.
Perarlng to unpack .../3-bind9-host_1%3a9.18.12-8ubuntu@.22.04.3 amd64.deb

1 bind9-host (1:9.18.12-@ubuntud.22.04.3) ...
previously unselected package bind9-dnsutils.

Let’s install dnsutils:

sudo apt-get install d

PROBLEMS  OU T PORT TERMINAL
gitpod /wor - . y (main)} $ dig google.com

<<>> DiG 9.18.12-@ubuntu@.22.04.3-Ubuntu <<>> google.com
global options: +cmd
Got answer:
—>>HEADER<<—- opcode: QUERY, status: NOERROR, id: 39629
flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1

; OPT PSEUDOSECTION:
EDNS: version: @, flags:; udp: 1232
QUESTION SECTION:
oogle. com. IN

73 ANSWER SECTION:
goog le. com. 122 IN 142.250.201.174

Query time: 3 msec

SERVER: 1.1.1.1#53(1.1.1.1) (UDP)
WHEN: Sat Dec 16 19:55:35 UTC 2023
MSG SIZE rcvd: 55

s wE wr we

gitpod / i 51 y {main} $ 4i
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And get information from Domain Name System about google.com:

Netlas

As you already know from past lessons, Netlas is a search engine that indexes not only
websites, but all IP addresses connected to the Internet. And there is a lot of different
information about each address or domain stored there, which can be retrieved with the host
command.

Let's try to do it:

i Netlas ~ % S
ﬁ Netlas.1i0 Search Datastore Pricing API
sectorB35.nl

sector@35.nl »

Whois data for sector83i5.nl
: ing B.V.
Location: Kabslweg 21, 1081484 Amsterdan, Netherlands

Related domains HX records NS records

-
®
15
2

i
=

If you haven't already done so on Day 16, install the Netlas package from PyPi:
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TERMINAL

ay (main) $ netlas host sector@3s.nl

cloudflare.com
loudf lare. com

Bd95b2a19240ce2d6c2989cddad@c5d18cd

(domain:s.sector835.nl AND NOT domain:sector@35.nl)
1 '2017-85-29Ted: 00: 66. 000"
r@35.nl

1 sector®35.nl
' 2023-93-83T05:03:57.2082"

, 1014BA Amsterdam, Netherlands
-registry.nl

And run:

netlas host sector035.nl

As you can see, it displays both whois information, dns information, addresses of various
servers that are associated with the domain that can be used for further investigation and many
other info.

As | warned in the preface to this book, it is not written for pentesters and bug hunters at all, but
for OSINT specialists. If you plan to do a job that requires a more in-depth knowledge of
computer networks, you should explore many other sources of information.

A good place to start is with the manual for Nmap (https://nmap.org), one of the most famous
utility for network exploration and security auditing.

All the commands described above can be combined with Xargs (remember Day 4) and used to
work with domain/IP address lists.
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20 domain investigation Python packages

Just type in command line: pip install + package name

python-whois virustotal-python
dnstwist pysnyk
builtwith pydork
waybackpy EmailHarvester
netlas sitemap-generator
pyseoanalyzer censys
shodan wapiti3
dns-crawler dirhunt
oxdork cloudscraper
urlscanio metadata_parser

“‘ @netlas_io

In the picture is a small list with Python packages to gather information about the websites. To
install each of them, type pip install (package name) at the command line, and then use the
help command to understand what a particular package is for.

Image from Twitter.

This is the largest homework in this book and you can spend several weeks completing it. We
will try some more commands tomorrow, and next lessons will be without command examples,

just reading and thinking.
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Day 19. Git and Github

Git (https://git-scm.com) is a software version control system created by Linus Torvalds.
According to StackOverflow's 2022 survey, more than 93% of developers use it as their primary
version control system
(https://survey.stackoverflow.co/2022/#section-version-control-version-control-systems).

The situation with Git and Linux is that exceptionally rare case where one person managed to
invent two such game-changing software in one lifetime (Linux in 1991, Git in 2005).

Even if you don't intend to do any development work, you can still benefit from basic Git skills for
OSINT. This comes in handy for running different tools, as well as for analyzing Github
repositories that store large amounts of text data (e.g., phishing domain lists or smart contract
files).

Gitpod already has Git installed, but in other cases you may need to install it:

sudo apt-get update
sudo apt-get install git

TERMINAL

y (main) $ cod Day_19
gitpod f y (main) $ git clone https://github.com/cipher387/osint_stuff_tool_collection
Cloning into 'osint_stuff_tool_collectio

numerating ob
ounting ob

Receiving obje
Resolving delt
gitpod /w (main} $ [

Let’s go to https://github.com/new and create new empty Github repository.
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Create a new reposi
Lt

tory

tary ool 5 tha revision history. Alread

Requined finids are marked with an asterlsk (%}
Qwmnar * Repository name *
‘ ciphar3a? - f limss_tar_psint_20_day
© linux_for_osint_20_dey is evallatibe.
Great repository names are short and memorable, Need inspiration? How about cuddly-tribble ?
Description (eptional)
Test repository for book

I‘_‘} Public

Arifana on the Mtarnat can sag This repasitory, Yol chonss

o G

wha nan commit

Initialize this repositery with:
= =
B8] ndd & README file
This |5 vehere you can wiile & long descrlplion for your profect. Laam more aboul READMES,
Add .gltignore

o empiata; None =

Choose a licanse

License: None =

Look at the image above, fill in the repository name and description fields, make the repository
private, create a README.MD file and click on Create repository.

Now go back to Gitpod and type in the command line:

TERMINAL

gitpod (main) $ cd Day_19

gitpod ) (main) $ git clone https://github.com/cipher387/1inux_for osint 20 day
Cloning into 'linux_for_osint_2@_day'

remote: Enumerating obj

remote: Counting object 5 (3/3), done,

remote mpressing obj : 10@% (2/2), done.

remote: 3l 3 (delta sed @ (delta @), pack-reused @

Receiving object (3/3)

gitpod

git clone https://github.com/cipher387/linux for osint 20 da
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Replace cipher387 with your Github login and if your repository name is different, replace that
too.

You can only copy private repositories from your own account, or from the accounts of people
who have given you access to one or more private repositories.

Public repositories can be cloned from any account.

Now let's make sure that the repository has been cloned correctly:

TERMINAL

gitpod /workspac (~To N in) $ cd Day_19

gitpod | (main) $ git clone https://github.com/cipher387/linux_for_osint_20_day
Cloning into 'linux_for_osint_20 day'

remote: Enumerating objects: 3, done.

remote: Counting objects: 10@8% (3/3), done.

remote: Compressing objects: 100% (2/2), done.

remote: Total 3 (delta @), reused @ (delta @), pack-reused @

Receiving objects: 100% (3/3), done.

gitpod (main) % cd lin osint_20_day

gitpod /w ( i i y (main) % s

(main) $ cat README.md

gitpod

cd linux for osint 20 da
cat README.md

Let's create a new file in the repository folder:

Is >test.txt
cat test.txt

gitpod (main) § ls >test.txt
gitpod f ] (main) $ cat 1s

$ cat test.ixt

git add test,txt
git commit

git push

gitpod 1x- Linux_for_osint_20_day {main) $
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And add it to a new commit:

git add test.txt

Write some comment on the commit, close the text editor and type.

Now open Github and verify the changes you have made:

.linux_for_osin:_zo_day Privats @© Unwatch 1 = Y Fork . ¢r Star O

 main - ¥ 18ranch 0 Tags O, Gotofie t Add fiie = <) Code = About

Test repository for book

@ cipher3s? test commin SfacSEb - 8 minutes sy ¥5) 2 Commits
[ README.md 7 mi
O testoxt RSt commit a minutes ago
[0 README 2z o
Releases
linux_for_osint_20_day toe

Test repository for book
Packages

Mo packages publishar
Fublish your first package

If you are in doubt about whether you have made the latest changes, check the status of the
repository with this command:

TERMINAL

gitpod / e/1i 5 y 18
gitpod / 1 in) inus int_20_day

gitpod / (main} % git status
On branch main

Your branch is up to date with 'origin/main’,

nothing to commit, working tri lean
gitpod / for-G 2 f int_20_day (main) $ ]
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There are about a dozen different git commands. But the most important thing you should
realize from this tutorial is that working with Github repositories using the command line is easy
and convenient.

w
il SINT ]
o

Harvesior - OSINT

Github is not only a service for organizing collaboration on software development. It is also a
huge platform for free distribution of open source software and technical knowledge.

You can also find an active OSINT-enthusiast community there, including thousands of users
and repositories.

You've probably already created a Github profile to authorize Gitpod. Feel free to use it to
interact with the global OSINT community:

- give stars to repositories you like. Pay special attention to good and little-known projects
that have very few stars.

- If you encounter any errors while running any tools, feel free to write about them in
Issues.

- If you have something useful, even if it's just a list of tools or a cheat sheet with useful
commands, feel free to put it in the public repository.

- and, of course, don't forget to subscribe to my profile (https://github.com/cipher387).
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Day 20. Tools to make Linux easier
to use

In this book, | have already written about tools that can help you write commands in Linux. For
example, in the chapters on Sed and Awk, JSON and XML. Today we will talk about more
universal tools.

The most important thing you should know about the Linux command line is that you
need to know almost nothing about it to successfully solve your problems using it.

Cutting corners to meet arbitrary management deadlines

e,

¥,

Essential

Copying and Pasting

from Stack Overflow

The Practical Developer

?
ORLY @ ThePracticalDev

If you have read at least 1-2 of the past lessons (days) and understand where to put files and
where to enter commands, you can do a lot with the help of Google and StackOverflow. Really a
lot.

Al tools

Using Al assistants to write code has become very popular in the last year and a half. Many
popular chatbots can generate both individual commands and full-fledged bash scripts:
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YOU = Chat @ Al # YouWrite @ Imagine Plans Community Extension m o

curl command for downloading google.com main page and save it as txt in html_pages i

To download the main page of google.com using the curl command and save it as a text file in the
“ntml_pages” folder, you can use the following command:

This command will create a file named "google html” in the “himl_pages” folder {assuming it already
exists) and save the HTML content of the main page of google.com into that file.

ChatGPT (https://chat.openai.com)

Perplexity.ai (https://www.perplexity.ai)

Google Bard (https://bard.google.com)
You.com (https://you.com/)

They are exceptional at saving time on simple tasks, but when dealing with more complex
issues, they can make mistakes and lead down the wrong path. Be careful.
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about ) | foruserin ${cut -f1 theme -

explainshe&com

showing all, navigate: € explain crontab(l) =9 explain shell syntax

for user in ${cut

for name [ [ in [word ... 1] ; ] do list ; done

he 1list of words follewing in is expanded, generating a list of items. The

to each element of this list in turn, and list is executed each time. If the
in word is omitted,

the for commond executes Llist once for each positional parameter that i
s set (see PARAMETERS

below). The return status is the exit status of the last command that execut
es. If the expansion

of the items following 1in results 1in an empty list, no commands are exe
cuted, and the return

status is 0.

maintain crontab files for individual users (Vixie Cron) °

Before a command is executed, its input ond output may be redirected using o special
notation interpreted

by the shell. Redirection may oalso be used to open and close files for the cu
rrent shell execution

environment. The following redirection operators may precede or appear anywhere wit
hin a simple command

or may follow a command. Redirections are processed in the order they appear, from
left to right.

Redirecting Output

Redirection of output causes the file whose name results from the expansion of
word to be opened for

writing on file descriptor n, or the standard output (file descriptor 1) if n
is not specified. If the

file does not exist it is created; if it does exist it is truncated to zero size

And don't forget that you can not only ask Al assistants to write code or a command from
scratch, but explain what some command or script found on Stackoverflow does. You can also
use the Explain Shell (https://explainshell.com/) for this purpose.
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phlnd Sagreh;: Chat m = Signh

write curl command for download google com main page

ANSWER | PHIND V8 MODEL SOURCES & ¥
To download the maln page of Google.com using the (IR command, you can use the followlng command: 1 & stackoverfiow,
How to download a Go
13 Answaers Sorted by: T8 How about this method? Whaen the
s://www.google.com > google_main_page.html file is such large size, Google retums a code for downloading
the file. You

s 3 4BI330B0 » how-to-d
vis curl or wget

“0rm 3

wiotld.com » ¢

» 957280
wwiload pages fro

2@ www.ane

commands

Here's & step-by-step explanation of the command:

1 @ s the command.-line ool used for transteing data with URLS. I sUBPOrts varlous protocas Including HTT, HITPS, FTF, FTFS, SCP Prababily ths ricst otious thing to do with th curt command
SFTP, &nd mare ® . is to downlosd a page from a web site for review on the

2 (el DL U] 1= the URL of the webpage you want to downloed. This is the main page of Google.com 3 command..

3 a i a reclirection operator in LUnik-llke operating systems. It is used to redirect the cutput of a command to a file. In this case, it redirects 3 @ finuiz 13 post » curl-command-examples

wux with Examples | Lis

the output of the eammand {which is the HTML content of the webpage) to & file named 8, Curl Comr

4 (PETTTTTEE is the name of the file whers the HTML content of the webpage wil be saved if this file does not exist, it wil ba The eyprba fo the clir com(miand ix i Tolove. ol {options]
created IF it does exist, it will be cverwritten [URL..] In Its simplest form, when Imoked without any option,

curi displays the specified,
After running this command, you will have a File named GRRIIEELERREEETTERUTERY in your current directory. This file containg the HTML content

of the Googke.com main page. You can open this file in & web browser to view the webpage, aor you can open it in & text editor ta view the HTML 49 * Wtorials > workfl
source cods 2, Ho e L | DigitalOcean
Step 1— Fetching remate files Qut of the box, without any
S Rewrite & POBHoE 4 command-fne arguments, the curl command will fetch & file
and display its contents.
SUGGESTIONS n ) 3 s

Can | downdoad a specific section of the Google.com mein page using ‘curl?

[ Ask & followup guestion ~ o a ]

Separately, | would like to pay your attention to the Al assistant Phind (https://www.phind.com/),
which not only write commands, but also provides explanations with sources on various
reference sites like StackOverflow.

Code checkers

StackOverflow users, Al assistants and everyone who writes code sometimes make mistakes.
Special tools will help you to understand where exactly the error is.
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ShellCheck

finds bugs in your shell scripts,
You can cabal, apt, dof, pkg Of brew install it locally right now.
Paste a script to try it out:
- Your Editor (Ace) YA

Load random example Apply-fixes  Report bug  Mobile paste: P

1 #!/bin

2 ##E ShellCheck can detect some higher level semantic problems
3
4 while getopts "nf:" param
5 do
& b case "$paran” in
7 ) file= ARG" 13
S v) set -x ;;
9 esac
1@ done
11

12 case "ifile" in
13 *.gz) gzip -d

14 ¥ i) pmwie

b ShellCheck Qutput

ShellCheck (https://www.shellcheck.net/#) - simple online tool that help to find bugs in shell
scripts. You can also run it locally using the command line.

TERMINAL # bash -
~W NUM
=X
/ {main) $ shellcheck Day_20/wrong_code.sh
.sh line 6:
etopts specified -n, but it's not handled by this 'case'.

valid flags are not handled. Add a *) case.

In Day_20/wrong_code.sh line 8:
\ t =% i
fee 502214 (warning): This case is not specified by getopts.

In Day_20/wrong_code.sh line 13:
*.0Z zip -d "§file

~—n 502221 (warning): This pattern always overrides a later one on line 15.

In Day_20/wrong_code.sh line 15:
*,tar.gz) tar xzf “sfile"
P ning): This pattern r atc 2 of a pattern on line 13.

ong_code,sh line 19:
Linux" 1]
5C2193 (warning): The arguments to this comparison can never be equal. Make sure your syntax is correct.

- The arguments to this comparison

ecified it

gitpod /
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Install:

sudo apt-get install shellcheck

And run the test:

shellcheck Day 20/wrong_code.sh

The most important reason for the loss of efficiency in Linux (especially among beginners) is
syntax errors when entering commands. TheFuck (https://github.com/nvbn/thefuck) is a utility
that corrects errors in the command you entered before. Let's install it and see how it works.

: puthon 76x18
git: 'brnch' is not a git command. See 'git --help'.

Did you mean this?
branch
thefuck git:( y X fuck
git branch [enter/ 1
diezcami- java
* ma
mcarton-git-aliases
mkreder -master
scorphus-issue-221-tf-alias
tjhorner-sudo-rule-fix
underscorejho-master
- thefuck git:( ) X puthon
No command 'puthon' found, did you mean:
Command 'python' from package 'python3' (main)
Command 'python' from package 'python-minimal' (main)

Unfortunately, at the moment this tool failed to install on Gitpod (due to certain issues with
Python customizations) and I'm showing you a picture from the official documentation.

Bash history

Linux has an command that allows you to see a history of what you've typed in the terminal.
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TERMINAL @ bash -~ [

gitpod /v (main) $ history
ed Day 3

cd Day_14

sudo apt update

sudo apt instal

cd Day_17

pip install ddgr
ddgr =h

pip install netlas
netlas ~h

oy
S0 00~ T LN s LR

[].datal@] json_test.

Day 13

[1.datal@] json_tes
[0].data jq [].datal@

st.json
apt-get llcheck
sudo apt-get install shellcheck

Just type at the command line:

Don't forget that you can save the results of running the command to a file and do text searches
with Grep.

That's it for today, but there are many more different tools to make working with the Linux
command line and writing bash scripts easier. But, unfortunately, the format of this book does
not allow to cover all of them. In fact, such a conclusion can be written for all the previous
chapters.
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Day 21. Which Linux distribution is
better to use?

The short answer is the one that you are most comfortable working with and the one that you
put the most effort into setting up. Try different distributions. But | would still recommend that
you start with the ones that are actively developing at the moment and have a large
community of users around them.

Here are some examples of distributions that were created for cybersecurity researchers:

Tsurugi Linux Acquire (https:/tsurugi-linux.org/tsurugi_acquire.php) - lightweight distribution
(the installation file is just over 1 GB, there is a 32-bit version, very good for running from a USB
device) with many pre-installed tools for OSINT.

Kali Linux (https://www.kali.org/get-kali/) - the world's most popular distribution for pentest and
ethical hacking.

CSI Linux (https://csilinux.com) - complete “cyber forensic” platform based on Ubuntu.
BlackArch (https://blackarch.org) - lightweight (Slim ISO 5.5 Gb) expansion to Arch Linux for
penetration testers.

Here are a couple more long lists of Linux distributions for cybersecurity professionals:

Distro Forensics Github repository (https://github.com/CScorza/DistroForensics)
Linux for OSINT Twitter list (https://twitter.com/cyb _detective/status/1441686068173033473)

But if you work in cybersecurity, that doesn't mean you really need to use distributions
that are designed for cybersecurity professionals. It's not necessary at all.

And there is absolutely no way to say that one distribution is better than another. After all, the
answer to that question is different for each person and changes over time.
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© el !
debian l".\
GNUILInux Distributions Timeline e

€ A Lo nagast inaas Huns Wifasmey & Wit
i L

Image from Reddit.

There are hundreds of different Linux distributions and their variations (see picture above).
Choose the one that:

- suits your computer's system requirements and runs quickly
- is convenient and understandable for you personally (you can only find out which one by
practice)

Your work performance depends on how much effort you put into customizing the distribution for
your personal tasks. The toolkit is different for each researcher anyway and you'll still have to
install a lot of the tools yourself.

And most importantly, remember that the Linux philosophy is about no rules, maximum flexibility
and maximum attention for the user's individuality and goals.
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Linux .' ]mages LATEST IMAGES VIRTUALBOX IMAGES VMWAREIMAGES HOWTOUSE IMAGE PASSWORD?

Latest VM Images

Fedora 39 Ubuntu 23.10 Kali Linux 2023.4

o e e
Debian 12.0.0 Lubuntu 23.04 Ubuntu 23.04
e
anjaro 22,0 Linux Mint 21 Rocky Linux 9.0
e e

You can use Linux as a virtual machine. Download images of different distributions in
LinuxVMImages website (https://www.linuxvmimages.com/).

But think about other forms of usage such as VPS (virtual private server). The cost of renting
them starts at a few dollars a month (few examples from $3.99 to $15) or bootable USB drive
(example of instruction for Ubuntu and Windows
https://ubuntu.com/tutorials/create-a-usb-stick-on-windows#1-overview).

Send Girl-Alt-Dal W Sens Al-Tab J Get CO-ROM image J Insert fopgy image Load State | Casture network tratiic J Oisable mouse
Yake s ot Scale: [FNEN

IDE device (CD-ROM)

Status: Idle

test-i386

This is the serial console. Whatever you type or paste here will be sent to coMl
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Maybe after reading this book, Gitpod or even just browser-based versions of Linux will be
enough for you:

https://copy.sh/v86/?profile=linux26
https://www.masswerk.at/ijsuix/index.html
https://bellard.org/jslinux/vm.html?cpu=riscv64 &url=fedora33-riscv.cfa&mem=

You might be comfortable using Linux on an Android smartphone using terminal emulators such
as Termux (https://termux.dev/en/).

You will never know what's best for you until you try to solve your personal everyday problems.

Does it make sense to use Linux as your primary operating
system

To be honest, I've only worked on a MacBook for 9 years now. And | do much of my work in
macOS.

| use Linux several times a week to automate various tasks. But there are so many people who
use it all the time and there are several reasons why this is a good practice.
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e
Opendesktop.org

Libre Cloud Services.

Opendasklop.ong is a lbre platform peoviding free cloud storage, onling office
editing. conlacts & calender tools, persanal chat and messaging, as well as
project developmant and product publishing to anyone who values freedom and
cpenness.

Got a free acoount to enjoy true lreedom with all the services bolow:

00 QO0HBO

Products Projects Calendar Contacts oM

© Qe ® @ &

Music Forums Maps Social mare to come

Firstly, it is an opportunity to significantly reduce the influence of global corporations on your life.
If this idea inspires you, you can also opt out of Microsoft and Google online services like
calendar, maps, cloud file storages, as well as streaming services and social networks. You can
find  decentralised open source analogues for all this on OpenDesktop

(https://www.opendesktop.org).

(But keep in mind that you won't get rid of the influence of corporations on your life until the end,
as the leading technology companies spend a lot of money to support Linux foundation and
Open Source community).
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mic Window

- C

Graphics
Graphic Creation

seprite - Animated sgrite edior & pixel an 1ol

n
- Bigndar - A free and open source compleie 30 craation pipeline for artista

and small teams.

Oipen source deep paint softwars
n
Cirawing - This fres base raster image edtor is simiar to Microsoft Pain,
bt aiming at the GNOME daskiop.

n
Ty - YOUur open source video to GIF maker bulll with Haskell

® Cravi - Gravil Designer |s & full lealured free vecior design app noht 8t yous

fingertip.

® Heron Animation - A free sfop animation makng program.

L
. Inkzcape - A powerful, free design tool for you , whothar you ane an

Mustritor, dasgnes, web designer of jus) Sormsone who needs 1o create somi
wactor imagery

L]
L Ipa - Ipis 2 LaTaX powaned drawing editor for creating figures and

presentations in PDF format.

0
- HKarbon - An open sourca vector drawing program

L]
- Knetter - A Program designad solely 1o help design and creats Ceic

Knots.

o
. KotoutPan - KalourPaint is a simple paining program 10 quackly create

raglor images

"
- Krita - Opan Sourca Sattware lor Concapt Artists, Dighal Panters, and

Mustrators,

Email
"
. asrc - serc is &n efficient, exiensibks emal chent that runs in the teminal

It features special support for git amall workfiows, reviewing patches. and
processing HTML emails in & tarminal-based browser.

n

- Claws - Claws Is an amadl clien! and news readed, teaturing sophisticated
interface. sasy cosfiguration, intuitive operation, atumdand featires and
pluging, rebusiness and stability

[
. Electrondiall - s an Ek ped unoflicial desh

for Pratonail and Tutanota end-fo-end encrypled amai providers,

L]
. Evolution - Evolution is & personal information mansgemen! application
that provides integrated mall, calendaring ane address book functionality

L]
- Geary - Geary is an amail application budl for GNOME 3. It aliows. you 1o
tead and sand emall with & simple, modern interfaoe.
m
. Hiri = Hirl ks & business focused desktop e-mall client for sending and
racaiving e-mails, managing calendars, contacts. and tasks.

n
Ml - KMail is the email component of Kontact, the integralisd parsonal
infarmalion manager from KDE.

- e Mailnog - Maiinag is a dagmon program thal checks POP3 and MAP
SEVErs fof new mall

Mail=pring - A beautiful, fast and maintained lork of Nylas Mail (dead) by one
of the original authors

L]
. Sylpheed - Lightweight and user-friandly e-mai cient.

L]
- Thundertira - Thi is a free emad appl thal’s easy to set up
and customize and it's loaded with great features.

n
. Trogta - A super last deskiop email client for Linux,

Secondly, it's a huge selection of FREE, yet LEGAL software for a wide variety of purposes.
Check out the Awesome Linux Software
(https://github.com/luong-komorebi/Awesome-Linux-Software/) list, which has thousands of

links.

By the way, many of these apps also have versions for Windows and macOS.
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Awesome Shell sEz==a

A curated list of awesome command-line frameworks, toolkits, guides and gizmos. Inspired
by awesome-php. This awesome collection is also available on Unix-Shell ZEEF.com.

& Shells
® Command-Line Productivity
o Directory Navigation

® Customization

® For Developers

® System Utilities

* Downloading and Serving

* Multimedia and File Formats
* Applications

* Games

o Shell Package Management

® Shell Script Development

® Guides

* Awesome Zsh [
e Awesome Fish b EEERE

® Other Awesome Lists

v 29.4k stars
@ 77B watching
Yy 2.4k forks

Report repository

Releases

MNo releases published

Packages

Mo packages published

Contributors 266

CovgzOO
¢ BOO0CS

+ 252 contributors

You can see what a huge number of command line utilities exist if you open the repository
Awesome Shell (https://github.com/alebcay/awesome-shell). It includes almost 400 links (and

these are only the most useful and well-known utilities).

Third, if you do need some applications that only exist on Windows, you can still run them on

Linux using launchers such as:

Wine (http://winehg.org)
CrossOver ( http://codeweavers.com/crossover)

Unfortunately, they are not always convenient and often produce errors. For example, | recently
failed to run a programme for viewing dental images on Wine. But in many cases, they do work.
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Fourth, Linux allows you maximum flexibility in customizing your desktop GUI (incomparable to
Windows and Mac). You can start by trying one of the popular Linux Desktop Environments:

Gnome 3 (https://www.gnome.org/gnome-3/)

KDE (https://www.kde.org/)
Cinnamon (http://developer.linuxmint.com/projects.html)

Mate (http://mate-desktop.com/)
Xfce (http://www.xfce.orq)

What to do next?

Practice as much as possible. Keep doing OSINT investigations and try to automate tasks with
Linux utilities. Don't be afraid to make mistakes and don't hesitate to use Stackoverflow and Al
tools described in Day 20.
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Don't forget to subscribe to me on Twitter, Mastodon, Telegram, BlueSky, Substack, Medium to
get regular news about new OSINT tools, and not to miss new books. All links can be found at
cybdetective.com.

Once you've had at least a little bit of practice and you want to learn something new again, you
can also read “Python for OSINT. A 21-day course for beginners”
(https://qithub.com/cipher387/python-for-OSINT-21-days). It's also distributed freely (donate
what you want and if you want).

Also remember that the global open source community is growing due to the small efforts of
each of the tens of millions of enthusiasts around the world.

Don't forget to write about open source tools in your social networks, support developers with
good reviews and donations, and if you like programming, don't hesitate to contribute to various
projects on Github. Even if you don't know much yet, you can help with testing or writing
documentation.

Application. Is it possible to do the same
thing on Windows?

Yes, it is possible and plenty of people do it. But as mentioned above, it's easier to run Linux on
VM or VPS than to think about how to do the same thing on Windows.
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The most justifiable reason to run Linux utilities on Windows - it is to combine some complex
automations created with PowerShell or VBA with automations based on Linux utilities. In that
case, here are some instructions on how to do it:

How to install bash in Windows from HackerNoon
(https://hackernoon.com/how-to-install-bash-on-windows-10-1gb73yj3)

How to run Linux software on Windows from GeeksForGeeks
(https://www.geeksforgeeks.org/how-to-run-linux-software-on-windows/)

156

INVESTIGADOR_Z


https://hackernoon.com/how-to-install-bash-on-windows-10-lqb73yj3
https://www.geeksforgeeks.org/how-to-run-linux-software-on-windows/

