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Comparative Test Report of Anti-Malware Programs

Comparative Testing between Products:

10bit Security 360 v1.01 def:1218

AVG Anti-Virus Free Edition v8.5.392 db 270.14.5/2419

Avira AntiVir Personal - Free v9.0.0.407 def:7.01.06.83

Avast! Antivirus Home Edition v4.8.1335. file version-091007-0
Advanced System Protector v2.0.323.1979 db 256

System Configuration:

Host Computer Environment:

Operating System : Windows Vista Ultimate SP1 (32 bit)
Processor : Intel Core2 6300 @ 1.86 GHz
Memory :4GB

Hard Disk : 500 GB

Test Virtual Machine Environment:

VMWare Version : VMWare Workstation 6.5
Operating System : Windows XP SP3
Memory :1GB

Hard Disk :12 GB

Software Installed on a fresh Virtual Machine:

.Net Framework v2.0

.Net Framework v3.5

Java Runtime Environment v6
Firefox v3.1

Internet Explorer v7

WiInRAR v3.71
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Comparative Test Report of Anti-Malware Programs

Test Objective:

e Compare anti-malware full-scan detections
e Compare time consumption during installation and database update

e Compare system resource utilization

Test Method:

e | performed the test on a total of 5799 malware samples. No sample was installed, so the test machine
didn’t have any more infections.

e Test was conduct on a fresh virtual machine, with the above mentioned programs installed.

o All products under test were had the latest program update including the database update.

e All products were tested one at-a-time. The virtual machine was reverted to snapshot with spyware
infection and then the product under test was installed and scanned.
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Samples Distribution

| have performed the comparison test on a total of 5799 malware samples. The category-wise distribution of

samples is listed below in total count and also in their ratio.

Samples Distribution

H Adware

M Backdoor

H Downloader
B Malware

H Monitoring
B PSW-Stealer

 Rootkit

H Trojan

W Worm

u Other
Sample Category Sample Count Percentage
Adware 451 8%
Backdoor 445 8%
Downloader 500 9%
Malware 1378 24%
Monitoring 169 3%
PSW-Stealer 499 9%
Rootkit 494 9%
Trojan 1348 23%
Worm 493 9%
Others 22 0%
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Comparison: 1

These charts show the total detection made by each of the Anti-Malware product in numbers and their respective

detection rate.

Total Detections on a Test VM after Full System Scan
(Higher values imply higher detection rate)
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Samples Count

Vil RSB e Samples Detection Rate
(Out of 5799 Samples)
I0bit Security 360 916 15.80%
AVG Anti-Virus Free Edition 4549 78.44%
Avira AntiVir Personal - Free 5010 86.39%
Avast! Antivirus Home Edition 4991 86.07%
Advanced System Protector 5755 99.24%

Tested By Sanjeev M.

Page 5
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Comparison: 2

These charts show the comparative time taken by each of the products to Install, Update and complete a Full-

System Scan. It also includes an analysis report on the same.

Time Taken to Install product and Update database
(Lower values imply lesser time taken)
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Comparative Test Report of Anti-Malware Programs

Total Installation | Avg. Database Update .
. . Full-Scan Time
Time Time (for 10 MB of data)

I0bit Security 360

AVG Anti-Virus Free Edition 7.50 times 4.95 times
Avira AntiVir Personal - Free 7.65 times 1.37 times 3.11 times
Avast! Antivirus Home Edition 2.50 times 1.61 times 2.19 times
Advanced System Protector 5.75 times 1.02 times 1.55 times
Note:

# | have taken IObit Security 360 values as the base data and assigned it the value 1 (One). The cell values

in WHITE indicate that the respective products have taken X times more as compared to I0Bit Security 360 to

complete the task while the cell values in RED indicate that the respective product has taken fraction-lesser time to

complete the same job.
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Comparative Test Report of Anti-Malware Programs

Comparison: 3

This chart shows the comparative memory consumed by each of the products while Updating the product, running
Full-System Scan and after completion of the scan but the product still running and the interface being displayed. It
also includes an analysis report on the same.

Memory Consumption on a Test VM
(Lower values imply lesser system resource consumption)
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I0bit Security  AVG Anti-Virus  Avira AntiVir  Avast! Antivirus Advanced
360 Free Edition Personal - Free Home Edition System Protector

H During Update M Running Full-System Scan m Scan Complete, GUI Open

Running Full-System
Scan

1.12 times
3.80 times
1.90 times

IObit Security 360

AVG Anti-Virus Free Edition
Avira AntiVir Personal - Free
Avast! Antivirus Home Edition
Advanced System Protector
Note:

# | have taken 10bit Security 360 values as the base data and assigned it the value 1 (One). The cell values

1.03 times

Scan Complete,
GUI Open

2.83 times
2.63 times

2.73 times

in WHITE indicate that the respective products have taken X times more as compared to I0Bit Security 360 to
complete the task while the cell values in RED indicate that the respective product has taken the fraction-lesser
time to complete the same job.
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Comparison: 4

This chart shows the comparative CPU consumed by each of the products while Updating the product, running
Full-System Scan and after completion of the scan but the product still running and the interface being displayed. It
also includes an analysis report on the same.

CPU Consumption on a Test VM

(Lower values imply lesser system resource consumption)
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I0bit Security  AVG Anti-Virus  Avira AntiVir  Avast! Antivirus Advanced
360 Free Edition  Personal - Free Home Edition System Protector

B During Update B Running Full-System Scan i Scan Complete, GUI Open

During Update

Running Full-System Scan Scan Complete,
ey GUI Open

1.73 times

I0bit Security 360

AVG Anti-Virus Free Edition
Avira AntiVir Personal - Free
Avast! Antivirus Home Edition
Advanced System Protector
Note:

# | have taken 10bit Security 360 values as the base data and assigned it the value 1 (One). The cell values

in WHITE indicate that the respective products have taken X times more as compared to I0Bit Security 360 to
complete the task while the cell values in RED indicate that the respective product has taken the fraction-lesser
time to complete the same job. The GREEN values indicate that the respective product has consumed CPU same as
the 10bit Security 360 to complete the said task.
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Product Images : Full-System Scan Results

10bit Security 360 v1.01 def:1218

Obrt S

Security 360 S QU

w1,01 Quarantine Update  Setting

lII 5 /7 Reports
| —I The scan completed, View the detailed resulks below,

Overview

Marre Tvpe Descripkion

@Disahled.SecurityEenter Reqistry Data HKEY_LOCAL_MACHINEVSOFTWARE\Microsoft|Se. . .
@Disahled.SecurityEenter Reqistry Data HEEY _LOCAL_MACHINEVSOFTWARE\Microsoft|Se. ..
Cookies Cookie: adminiskrator@m. webtrends, comf
@Misleading.lnstaller File C\SamplestCtherie 19569, exe

@Trujan.ngent File ChSamples\Ctherle20618. exe
@Misleading.lnstaller File Ch\SamplesiOther\621539. exe
@Misleading.lnstaller File Ch\SamplesiOther\621542 . exe
@Trnjan.annlnader File C:\Samples\Other\622350.exe
@Misleading.SystemSec... File Ch\Samples\Other\622351 .exe
@Win:iz.lnjectur.MT File C\Samples\Ctherle23271 . exe
@Misleading.lnstaller File C\Samples\CtherieZ3e54. exe
[l mTrnian Yindn Fila Y SaramlastmiFhar A PEOAN ava
216 threats detected Time Elapsed: 00:11:01
Ohjects Scanned: ga408

W

Sawe 3 Report Remove Firish

Register Online Support
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AVG Anti-Virus Free Edition v8.5.392 db 270.14.5/2419

£~ AVG Anti-Virus Free

File Components  Hiskory  Tools  Help

AVG .
. Anti-Virus v

Free Edition

Scan results

Y'ou are protected.

&l security features are working correctly and are Lp to date,

Overview

|F|esu|ts OVEIYIEW IInfectinns Spwware | W arnings |Infnrmation

q Computer scanner

#A4 Update now

Folders zelected for zeanning:
Scan started:

Scan finished:

Statistics Total object scanned:

|Jzer wha launched the szan:

Export overview to file ..

n The scan is complete.

% Show notification

Scan"Scan whole computer' was finished.

@ Scanwhale computer L Found

3 Infections 3957
% Spywae 592
M, warnings 9

@ Infoimation 9

4 Removed and healed @3 Not removed or healed

1] 3957
1] 592

Scan whole computer

whednesday, October 07, 2009, 3:12:08 P

whednesday, October 07, 2009, 4:06:40 PM [54 minute(z] 31 second|...
147166

Administratar

Remove all unhealed infections |

Cloze results
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Avira AntiVir Personal - Free v9.0.0.407 def:7.01.06.83

(X Awira AntiVir Personal - Free Antivirus

File: Wiew Extras Update Help

AES

X, Luke Filewalker

#HAvira AntiVir Personal

(<,

AVIRA

Overview

v Status

Events

Reports

’E Lacal protection

Status: The scan has finished!
Last abject:

CHWINDOWS)WinSxS),.. . \Syskem.Enterpriseservices . Wrapper, dil

%= | Administration

Lask detection:  ADSPY =P ARy, BL

Wirus infiormation

Obijects searched:
Hidden objects:

Scanned files: 92756 Detections:
Scanned directories: 1506 Suspicious files:
Scanned archives: 669 Warnings:

Time elapsed: 3417

Scanned: 100 %

s010
2
4675
25061
0

End Report

eactivate

E e

can systemn now

tart update

parade to Premium
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Comparative Test Report of Anti-Malware Programs

S S
HHuer” Ul abd :

1 -time of last scan:
Humber of infected files:

tal size of scanned files:

Avast! Antivirus Home Edition v4.8.1335. file version-091007-0

[
Ul a:

00:24:08
139
13.0 GB

AL PR B leaLL

Resulls of last scan

da

MHarne of file

Result

| Cperation

C:A5 ampleshrougeth33474 exe
C:hSampleshrougesh334 78 exe' FINS TDIR windef.exe
C:AS ampleshrouge' 540369 exe

C:A5 ampleshrougei 540373 exe

C:45 amplezhrouges 543685 erehinno, hdr

C:MS amplestrougel b4 2685 exetlappMactivate.ico
C:MSamplesirougey5d 3685 exetdappME xplarer.ico
C:MSamplestrougeh 542685 exetlappaPro. exe

C:MS amplesirougehbd 2685 exetdappMuninstall ico

C:A5 amplesirouget 542685 exet{apphdbhD Bl nfo. ver
C:MSamplestrougeh 542685 exehlappdbhia030E1 4.db
C:A5 amplesirouget 543685 exet{apptdbhial3061 8x. db
C:M5amplestrougeb423685 exetappdbthial 309080, db
C:M5 amplesirouges 54 3685, exetlappdbiurls. inf

C:M5 amplesirouge5d 2685 exetlapp i LanguagesAE s Ing
C:MSamplestrouget 543685 exetlapptiLanguagesyaFr. Ing
C:AS amplestrouget 545685 exellapp i LanguagesilAGer Ing
C:M5amplesirouget 542685 exetlapphiLanguagesilalt ng
C:A5 ampleshrouget 548350 exe

C:ASvztemn Wolume Information®. . \recy_cmd. s

£

Infection: Win32: Trojan-g...
Infection: Win32:Adware-. .
Infection: Win32:pz [Crp]
Infection: Win32:-Fasec [

Infection: MSIS:FraudT oo...
Inable to zcar: Archive ...
Inable to zcarn: Archive ...
Inable to scar: Archive ...
Inable to zcar: Archive ...
Ihable to zcarn: Archive ...
IUnable to scar: Archive ...
IInable to zzar: Archive. .
IInable to scar: Archive ...
Inable to zcar: Archive ...
Ihable to zcar: Archive ...
Inable to scar: Archive ...
IInable to zcar: Archive i
IIhable to zcarn: Archive ...
Infection: Win32:Adware-. .
Intection: *Win32:5dBot-g. .

X

Lizted ines: 5129, Selected lines: 1

Cloze
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Advanced System Protector v2.0.323.1979 db 256

Advanced System Protector

Quarantine

Scan Result
Last Scan Results )
Scan Summary Quarantineg
Quarantine List Clean the Spywares identified during last scan

Logs {Right click on the Spyware name to view more options)

PUP.UnclassifiedProgram.D { 2 Infections) ~

I Liskt
gnore : flzo termed as PUA, a potentially unwanked application is software thak mi...
FilesiDirectaries

=& Infa Trojan-Downloader.agent.djg { 1 Infections}
= & Trojan Downloader is any malevolent application that is designed to salkva. ..

FilesiDirectaries

=& Info Malware.ultimatedefender.am { Z Infections)
- Malware is malicious software that is developed inorder o creep inko & com...

FilesiDirectaries

Malware.awolaantispyware.e { 1 Infections)

Info
At Malware is malicious software that is developed in order to creep inko a com...,

Files/Directories

Malware.drantispy.ap { 1 Infections
5 IaFD py.ap{ 3

Malware is malicious software that is developed in order to creep inko a com...,

[ Files/Directories

Pending: 5755 Infections [Jereate Restore Point Clean Selected F

Version: 2.0.323.1979 Database Version: 256
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